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up being a net positive because the security 
function became more adaptable and better 
aligned with other business functions. 

“It was a wake-up call,” he says. “We got 
it—this is the way the business operates. If 
we want to be successful, if we want to be 
seen as an enterprise-driven organizational 
element that adds value to the company at 
all levels, all times, then we need to adapt. 

“We have to understand also that we’re 
not going to win all the battles anymore,” 
he continues. “And maybe having to fight 
for dollars and other resources, maybe that’s 
not a bad thing because now we need to be 
better at quantifying our value.” 

 Quantifying the value of security meant 
making faster and more compelling pre-
sentations to stakeholders, listening to and 
addressing regional leaders’ unique needs, 
and documenting the long-term benefit of 
security’s involvement on those leaders’ 
personal bottom lines as part of a contin-
ual value proposition. 

This issue of Security Management is full 
of examples of how security professionals 
adjusted to changing conditions, incorpo-
rated requirements from stakeholders, and 
identified emerging risks. But like Widup 
found, the solutions are rarely straightfor-
ward. They require creativity, conviction, 
and some convincing metrics. 

In “Tell Me More” (page 24) security prac-
titioners explore creative ways to connect 
business-centric metrics and key perfor-
mance indicators with more human nar-
ratives that tug on heartstrings and loosen 
purse strings. That includes some unconven-
tional security decisions, such as inviting 
graffiti artists to participate in crime preven-
tion initiatives. That creativity was worth-
while to a series of convenience stores in 
Canada, especially since the value of those 
programs could be measured and commu-
nicated effectively.  

Want to learn more about managing se-
curity through periods of change? Check out 
the Security Management series on the topic, 
including more of Widup’s story, online at 
asisonline.org/SM-change-management.   

Claire Meyer
Editor-in-Chief

C hange is constant. Some changes 
are positive, others surprising, and 
a few will completely throw you off 
your game. How you adapt will de-

termine your ability to succeed and add val-
ue to your organization.

Richard Widup, CPP, worked through a 
major episode of change when his employ-
er—an infant formula manufacturer—was 
acquired by a fast-moving consumer goods 
company. This completely changed the cul-
ture of the security function. It had previous-
ly been a widely accepted support to regula-
tory compliance and safety, but in the new 
environment, Widup had to make a busi-
ness case for every dollar allotted to security, 
extolling the need for and value of security 
awareness and risk management protocols 
to each decision-maker worldwide.  

Although this required political savvy 
from Widup and his team, as well as con-
stant outreach to other executives, it ended 

Maybe having to fi ght for 
dollars and other resources, 
maybe that’s not a bad 
thing because now we need 
to be better at quantifying 
our value. 

CREATIVITY AND CHANGE
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News & Trends | Workplace Abuse

Our research suggests 
that these anonymous 

reports may be met with 
skepticism, in part 

because of low levels 
of corroboration.

Organizations encourage employ-
ees to report abusive behavior, 
whether through tiplines or in-
formal measures like disclosing 

bad behavior to managers. Some of those 
methods are less effective than others and 
can produce gaps in appropriate investi-
gations and responses. But new research 
demonstrates that it’s not just the how 
of reporting that makes a difference, it’s 
the who. 

Researchers from the University of 
North Carolina at Chapel Hill and the 
Wharton School at the University of Penn-
sylvania found that in situations without 

clear corroborating evidence, third par-
ties are less likely to take corrective action 
when women make reports of workplace 
abuse compared to men. 

Making matters worse, it’s relatively 
common for workplace abuse complaints 
to lack significant evidence of abuse, 
says Timothy Kundro, assistant profes-
sor at UNC Chapel Hill’s Kenan-Flagler 
Business School. He was the lead author 
on the research, Reject or Protect? Cor-
rective Action in Response to Women’s vs. 
Men’s Reports of Workplace Abuse, which 
was recently published in the research 
journal Organizational Science. 

A Believability Gap
Researchers found that in situations without clear corroborating evidence, 

third parties are less likely to take corrective action when women 
make reports of workplace abuse compared to men.

By Claire Meyer
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A preliminary study for the research 
found that 70 percent of workplace abuse 
reports relied solely on verbal accounts and 
that most corroborating evidence was rated 
low on average. This means that manager 
discretion often played an outsized role in 
determining if reports were escalated, Kun-
dro tells Security Management. 

But where does gender bias come in? 
Kundro says that he and his fellow re-
searchers wanted to study this element of 
workplace abuse because there are “com-
peting ideas about how a reporter’s gen-
der affects managers’ decisions. Some be-
lieve managers will ignore reports made 
by women because they see them as less 
credible. Others believe that managers 
will take these reports particularly seri-
ously because of liability or reputational 
risk. Both seemed plausible, so we wanted 
to dig deeper to understand more.” 

The researchers used a large government 
study of more than 2,000 employees from 
2016 and noted that women’s reports of 
abuse were ignored more often than men’s. 
They then ran several experiments to test 
their hypothesis, asking participants to eval-
uate different reports of abuse made using 
artificial intelligence (AI) audio. 

“In one study, people listened to a short, 
very realistic recording made by AI—either a 
woman’s voice or a man’s voice—saying the 
exact same thing about a coworker’s abu-
sive behavior,” Kundro says. “In some cases, 
participants were given evidence support-
ing the report; in others, they weren’t given 
any evidence. When there was no support-
ing evidence, people who heard the man’s 
voice took the complaint more seriously 
than those who heard the woman’s. Specif-
ically, they were more likely to escalate the 
complaint to the research team. But when 
evidence was provided, people treated wom-
en’s and men’s reports the same.” 

But anonymous reports are not the solu-
tion, either. 

“…Our research suggests that these anon-
ymous reports may be met with skepticism, 
in part because of low levels of corrobora-
tion,” the research report said. “As a result, 
anonymous reports may be more likely to be 
ignored. Thus, organizations should consid-
er ways to increase corroboration when re-
ports are made anonymously.” 

The researchers also tested different 
kinds of evidence—written proof from 
chat logs and eyewitness confirmation. 

“Interestingly, both types of evidence 
had the same effect and eliminated the 
gender bias that we saw when no evi-
dence was provided,” Kundro says. 

In an article for Harvard Business Re-
view, the researchers outlined five ways 
organizations can improve their reporting 
and investigation processes to reduce po-
tential gender bias. 

Separate report evaluators from report 

receivers. Managers shouldn’t have to de-
cide which reports to act on, the research-
ers asserted. Allegations of abuse should 
be forwarded to a centralized team to eval-
uate misconduct to reduce bias and as-
sumptions in the process. 

Standardize how reports are evaluat-

ed. “Create a consistent, formal process 
for assessing all reports of abuse or mis-

conduct,” the researchers wrote. “One 
effective strategy is to redact identifying 
information (e.g., name, gender, role) to 
reduce the influence of identity-based as-
sumptions and eliminate penalties tied to 
anonymous reporting.” 

Commit to following up on every report. 

Organizations should establish a clear 
policy that all reports will receive a for-
malized, documented follow-up. This 
helps build trust with employees and 
makes the process more transparent. 

Create alternative and protected report-

ing channels. Employees shouldn’t have to 
rely solely on their manager to raise con-
cerns, the researchers said. Consider cre-
ating both reporting channels like tiplines 
and proactive outreach like pulse surveys 
to solicit employee concerns. 

By Gerald W. Garner. Charles C. Thomas 

Publisher, LTD; 358 pages; $54.95.  

Gerald Garner’s book, Common Sense 
Police Supervision: Practical Tips for 
the First-Line Leader, 7th edition, is a 

well-written and well-organized book that 

emphasizes the importance of common 

sense and leadership qualities within 

any law enforcement agency. Garner has 

updated and expanded this 

book by incorporating specifi c 

common-sense criteria and 

guidelines for police super-

visors to follow in various 

situations. 

Garner does an excellent 

job of focusing specifi cally 

on police supervision in a 

multifaceted society, which is 

much different than corporate 

America. Garner writes, “This 

edition will not enable the 

reader to speak glibly in the latest, pop 

management catchphrases and buzz-

words. What this edition does offer is sol-

id, practical leadership advice developed 

from the experiences and observations of 

real police supervisors.” 

This 358-page edition contains a 

preface, introduction, 20 chapters, and an 

index. Each chapter incorporates ideas 

and strategies for the reader to follow and 

expertly interlaces the previous chap-

ter into the next chapter. Chapters then 

conclude with a summary and points to 

remember. 

Garner presents his ideas and strat-

egies effectively throughout the book. 

For example, in chapter 2, readers will 

appreciate his concepts around psycho-

logical preparation and test-taking skills. 

He discusses current case 

law, supervisory principles 

and boards, and assessment 

centers, which are important 

elements for promotion and 

advancement. 

Chapter 14, “The Police 

Leader’s Role in Community 

Policing,” can apply to police 

offi cers and supervisors. The 

chapter deals with the impor-

tance of diversity and law en-

forcement in the community.  

This is an excellent book that law 

enforcement, police science, and criminal 

justice students would benefi t from.  

Reviewer: Kevin Cassidy lectures at John 
Jay College of Criminal Justice in New 
York City and at Slippery Rock University 
in Pennsylvania. He is also a member of 
ASIS International.

Book Review

Common Sense Police Supervision
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News & Trends | Employee Turnover

Support reporters with follow-up tools. 

Given the importance of corroborating 
evidence, organizations can give report-
ers options to provide additional infor-
mation later, including about similar 
events they witnessed. 

Even if organizations implement these 
changes, the human element still reigns 
supreme. Recent research demonstrates 
the outsized importance of managers in 
employee engagement and satisfaction, 
and their value in misconduct reporting 
is similarly huge. 

“Survey data suggests that people feel 
more comfortable reporting abuse to their 
manager rather than using formal organi-
zational reporting systems,” Kundro says. 
“So, this means that managers need to 
realize that they’re probably the first line 
of defense—and their decisions can of-
ten determine if reports of abuse are ig-
nored or taken seriously. I think it’s easy 
for managers to downplay their role here, 
but our paper suggests that they’re partic-
ularly important and impactful.” 

Is Turnover 
Preventable?  
Employee turnover is not inevitable; it 
continues to be driven by preventable rea-
sons that organizations can address, es-
pecially career development. 

Preventable turnover driven by career 
stagnation, work–life balance issues, and 
management failures accounted for 63 per-
cent of all job exits in 2024, according to 
the Work Institute’s 2025 Retention Report: 
Employee Retention Truths in Today’s Work-
place. The quit rate—a measure of voluntary 
turnover—declined to its lowest levels in 
recent years in 2024, with an average of 3.3 
million workers quitting each month. De-
spite this, around 35 to 40 million employ-
ees are likely to quit in 2025. 

“Retention is not an accident. It is the 
result of deliberate choices,” the report 
said. “High-retention organizations em-
brace accountability, listen to their work-
force, and act decisively to address sys-
temic challenges. As turnover costs rise 
and workforce mobility persists, employ-
ers have a critical choice to either invest 
in their people or risk falling behind in a 
competitive labor market.” 

The Work Institute conservatively esti-
mated that the financial impact of turn-
over is 33 percent of an employee’s base 
pay, with labor shortages and competi-
tion for talent amplifying those costs. 
This means replacing an employee who 
earns $50,000 a year could cost the orga-
nization $16,500 or more in 2025. First-
year turnover is the most challenging—as 
much as 40 percent of overall employee 
turnover occurs within the first year of 
employment, delivering minimal return 
on investment for the organization’s re-
cruitment and onboarding costs. 

“This makes proactive retention efforts 
not only a strategic advantage but also a 
financial necessity,” the report said. 

The report analyzed tens of thousands 
of exit interviews across various indus-
tries to assess current workplace dynam-
ics, and it identified a few key findings. 

Career Development Over All 

People leave their jobs for a wide variety 
of reasons, but a lack of career growth 
opportunities, inadequate career pro-
gression, or insufficient professional 
development was cited as the reason 
for leaving by 18.9 percent of quitters 
in 2024. This factor showed a slight de-
cline in 2024 compared to previous years, 
suggesting that some organizations ad-
dressed their career growth opportunity 
issues, but it remained a critical turnover 
driver, the report said. 

Only 14 percent of leaders surveyed 
for the report strongly agreed that they 
provide effective career development 

opportunities for employees. 
Significant gaps in career de-
velopment include: 

Limited internal mobility. 

Employees cited a lack of vis-
ible and accessible internal 
career opportunities as a ma-
jor frustration that could push 
them to leave. 

Insufficient professional de-

velopment. Organizations that 
lack robust training programs, 
leadership guidance, and 
skill-building opportunities 
can leave employees frustrated 
about reaching their potential. 

Misaligned aspirations and 

roles. A lack of communica-
tion between employees and 

their managers about career goals and ca-
pabilities creates dissatisfaction and dis-
engagement. 

“Employees increasingly prioritize 
roles that offer clear growth trajectories 
and meaningful development opportuni-
ties,” the report said. “As workforce ex-
pectations evolve, the ability to provide 
these elements is no longer a differentia-
tor but a baseline requirement for reten-
tion of the emerging workforce. Failure 
to address career-related concerns cre-
ates a ripple effect in loss of institutional 
knowledge, increased recruitment costs, 
and diminished employee engagement 
among remaining team members.” 

Of people who left their jobs because 
of career development issues, more than 
5 percent left to pursue a different career, 
nearly 5 percent to get a promotion, 3.5 
percent to go back to school, and 2.5 per-
cent for career development. 

Managers Really Matter 

Gallup’s State of the Global Workplace 
2025 Report found that engaged manag-
ers lead to stronger team engagement and 
less burnout. Only 27 percent of manag-
ers are currently engaged, however, with 
competing demands, workplace stressors, 

Retention is not an 
accident. It is the result of 
deliberate choices.
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and a lack of professional development 
hitting them hard. For employee reten-
tion, this is a big problem. 

In 2024, 9.7 percent of employee turn-
over was directly attributed to manage-
ment issues, a hike from 7.4 percent in 
2022, reflecting the growing strain on 
managerial effectiveness, the Work In-
stitute report found. Exit interviews con-
sistently cited poor professional behav-
ior, a lack of support, and ineffective 
communication from managers. 

“Recent research indicates managers 
are asked to take on an ever-expanding 
array of responsibilities that range from 
administrative tasks to the implementa-
tion of organizational change initiatives,” 
the report said. “While these responsibili-
ties are often critical, they reduce the time 
available for managers to build relation-
ships with their teams, provide coaching, 
and offer meaningful support.” 

The Work Institute report recommend-
ed that organizations pursue actionable 
solutions to empower managers and ad-
dress the root causes of engagement is-
sues, including: 

Reduce non-leadership responsibilities. 
Analyze managers’ workloads and off-
load administrative or non-critical tasks. 

Provide professionalism and leadership 

training. This echoed guidance from Gal-
lup, which strongly recommended giving 
managers the leadership skills they need 
to feel more comfortable coaching and 
developing employees. 

Analyze span of control. Do managers 
oversee too many direct reports? Opti-
mize team sizes to ensure employees get 
individualized attention and support 
from managers. 

Keep Assessments Proactive 

The report strongly recommended lever-
aging stay interviews—like an exit inter-
view but for retention—to get a better pic-
ture of employees’ career aspirations, 
challenges, and concerns. 

“Stay interview strategies identi-
fy and address potential issues before 
employees consider external opportu-
nities,” the report said. “Many organi-
zations find external stay interviews a 
more effective tool to uncover employee 
career concerns.” 

Stay interviews help organizations 
build a culture of trust and mitigate 

emerging turnover risks. Employees are 
also likely to feel more valued when they 
see their feedback leads to meaningful 
changes, the report said. This does re-
quire the organization to actually take 
action, though, and demonstrate respon-
siveness to employees by openly sharing 
action plans and communicating how 
their feedback drove improvements. 

Exit interviews are also helpful. “Exit in-
terviews provide invaluable insights into the 
conditions, behaviors, and decisions that 
prompt employees to leave,” the report ex-
plained. “However, their true value lies in 
their predictive power. By analyzing trends 
and recurring themes, organizations can an-
ticipate and mitigate similar risks for the re-
maining workforce.” 
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Unsolved shootings fail to 
provide justice for victims 
and contribute to a cycle 
of violence, undermining 

police efforts to deter 
gun violence. 

Better criminal case solvability 
means faster investigations, high-
er apprehensions, reductions in 
drivers of crime, and greater trust 

from citizens. In Hartford, Connecticut, 
technology, data-driven processes, and 
specialized analysts came together in its 
police department’s Capital City Command 
Center (C4) Real-Time Crime Center (RTCC) 
to deliver improved solvability. 

The Hartford Police Department found-
ed the C4 in 2015, pulling disparate tech-
nology from across the city into a central-
ized investigative and response function. 
Now, when police officers are responding 
to a report of a shooting, analysts are al-
ready pulling up surveillance footage, li-
cense plate readers, analytics, and other 
tools to help officers in real-time. 

“Police can’t use technology while 
they’re driving to a crime,” says Sgt. 
Chris Mastroianni, supervisor of the C4 
RTCC and the intelligence division in the 
Hartford Police Department. “…The last 
thing you can do is start using cameras 
and license plate readers while going to 
the scene. So, our goal here in the center 
is we’re going to do that for them and just 
give them what they need in real-time.” 

Now, virtual responders often beat 
police to the scene, enabling faster 
evidence-gathering and a more intelli-
gence-led response to incidents. This ad-
vance work can lead to greater solvability, 
Mastroianni says. 

Nonfatal shooting cases are notoriously 
difficult for law enforcement investigators 
to solve, especially when witnesses and 
victims are uncooperative. 

“Given that a relative minority of shoot-
ers in most cities are apprehended for their 
crimes, it can be difficult to overcome the 
legal cynicism and fear of retaliation that 
prevents many victims and witnesses from 
aiding investigations,” wrote Mastroianni 
and Dr. Lisa Barao, who is now associate 
director of research at the Crime and Justice 
Policy Lab at the University of Pennsylva-
nia, in a Police Quarterly study. Unsolved 
shootings fail to provide justice for victims 
and contribute to a cycle of violence, un-
dermining police efforts to deter gun vi-
olence while contributing to individuals’ 
motivations at retribution. 

But technology alone isn’t an effective 
crime deterrent without action and pro-
cess for its usage, Mastroianni says. 

Solvability Rises with 
Technology, Talent

Connecticut’s Hartford real-time crime center leverages 
surveillance, an open VMS, and specialized 

talent to investigate crimes. 

By Claire Meyer

Case Study | Command Centers
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“Why would crime go down just because 
you put a plastic camera on a pole?” he 
asks. “If you put a fire hydrant on the 
street, it doesn’t prevent fires and it doesn’t 
make fires go out faster. You need a process 
for how that technology is used.”   

The C4 RTCC connects approximately 
1,400 surveillance cameras across Hart-
ford, integrated with automatic license 
plate reader (ALPR) technology, gunshot 
detection, and more. Milestone Systems’ 
XProtect video management software 
(VMS) ties disparate systems together 
through an open architecture, allowing 
the department to use various technolo-
gy providers as it scales up and requires 
customizations, Mastroianni says. Plus, 
a custom Slack implementation enables 
analysts to push video, image, and intel-
ligence data and information in real-time 
directly to officers’ mobile devices. 

For example, in the event of a robbery 
at a gas station, RTCC analysts will virtu-
ally respond to the scene as police drive 
to the location. Analysts will capture im-
ages of the criminal’s car and push those 
images to responding officers. If the li-
cense plate is recorded, analysts will run 
the plate number and get the owner’s in-
formation and address. These efforts help 
create solvability. 

Even though the technology is valu-
able, lots of RTCCs and police depart-
ments forget about the human element. 
Well-trained end users are the most im-
portant piece in leveraging technology 
for incident response, he says. 

Some police departments use RTCCs as 
a place to send injured police officers on 
desk duty, Mastroianni says, cycling them 
in and out based on their recovery status. 
But this short-term assignment cannot 
compete with a specialized, trained an-
alyst’s ability to leverage the technology 
and assist officers in the field. 

“A lot of police departments and agen-
cies just blow money on technology, and 
they don’t really identify who’s going to 
use it,” Mastroianni adds. “…It’s import-
ant to invest just as much in your humans 
as in your technology.”  

Mastroianni recommends that depart-
ments leverage more civilian real-time 
analysts who can bring specialization to 
RTCCs, although that can require a culture 
shift from some police departments that 
balk at bringing in non-officers. 

The C4 function also invests in training 
staff, especially since the center provides 
real-time crime assistance, investigative 
support, and digital forensics for the po-
lice department. Some analysts need to 
specialize in cellphone forensics or other 
programs, but all of them need training in 
video surveillance basics and analytics. 
This enables them to both perform their 
jobs and be ready to adequately articu-
late their responsibilities and how surveil-
lance works to a jury, if needed. 

The analysts, police officers, and Mas-
troianni are also primed to articulate the 
RTCC’s work to other stakeholders across 
the city and community, which has paid 
off in surprising ways. 

Mastroianni gives RTCC tours to church-
es, community groups, Boy Scout troops, 
and news crews—the room is not hidden, 
and he says that the benefit of promoting 
C4’s work outweighs the risk. 

This openness has helped Mastroian-
ni identify win-win opportunities with 
other departments. C4 analysts regularly 
help Public Works employees with ille-
gal dumping investigations, including 
when someone was purchasing disused 
boats and then dumping the boats on city 
streets to cash in on the scrap metal from 
the trailers. In a 12-month period in 2024 
and 2025, the C4 team helped open 33 ar-
rest warrants for illegal dumping through 
a dual initiative with Public Works. 

“We offer to help other entities to get 
the entire city to buy in that this is a city 
initiative, not just a police department 
surveillance center,” Mastroianni says. 

By promoting openness and partner-
ships with C4, Mastroianni has won the 
loyalty of power company executives, IT 
department leaders, and his maintenance 
vendor. But many partners and stakehold-
ers want more solid, long-term data to en-
courage them to buy in. 

Mastroianni partnered with Barao at 
the University of Pennsylvania to comb 
through C4’s data on criminal gun ho-
micides and nonfatal injury shootings. 
They also reviewed the C4 activity track-
er, which contains a log of all activities—
technologies and programs used, associ-
ated case information, and descriptions 
of analyst actions—related to criminal 
investigations. 

An analysis of case outcomes found 
that C4 provided investigative support 
for 86 percent of the 243 investigations. 
The research found that gun homicide 
and nonfatal shooting assaults with as-
sociated video evidence were 442 percent 
more likely to be solved than cases with-
out video evidence. 

This enabled Mastroianni to success-
fully argue for more C4 shifts and more 
personnel, even when the administration 
in charge of the city changes or budgets 
tighten. 

Often, when visitors see the crime cen-
ter, it can seem overwhelming with 14 em-
ployees and the technology, according to 
Mastroianni. “They don’t realize that we 
started in a Tahoe with one intern ana-
lyst, and we grew,” he says. “It takes time 
to piece this all together, but good data is 
how we continue to grow.” 

The Hartford RTCC helps Public Works 

employees investigate cases of illegal 

dumping, including old tires. 
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The 2021–2024 scheme 
compromised the identities 

of more than 80 people and 
caused damage and losses 

of at least $3 million.

Cybersecurity | Remote Work

The job market these days is com-
petitive, but personal branding can 
push a profile to the top of the stack. 
Just ask North Korean threat actors, 

who have been using polished LinkedIn pro-
files to find their next well-paid position. 

In June 2025, the U.S. Department of 
Justice (DOJ) indicted North Korean ac-
tors allegedly assisted by individuals in 
China, Taiwan, the United Arab Emirates, 
and the United States to successfully ob-
tain employment at more than 100 U.S. 
companies—including many Fortune 
500 firms. The 2021–2024 scheme com-
promised the identities of more than 80 
people and caused damage and losses of 
at least $3 million, according to the DOJ. 

North Korea began dispatching thou-
sands of skilled IT workers around the 
world in 2022 to generate revenue for the 
country’s weapons of mass destruction 
and ballistic missile programs—violations 
of U.S. and UN sanctions. 

The scheme continues to be success-
ful three years later as the threat actors 
leverage artificial intelligence (AI) tools to 
create more convincing fake profiles that 
lead to real job leads. 

The FBI and private security partners 
briefed the security community on the 
persistent problem at the 2025 RSA Con-
ference (RSAC) in May. The rise of remote 
work during the COVID-19 pandemic com-
pounded the issue because the North Ko-
rean regime realized individuals could get 
legitimate jobs, at scale, from private com-
panies, says Adam Meyers, senior vice pres-
ident of threat intelligence at cybersecuri-
ty firm CrowdStrike. As of February 2025, 
CrowdStrike had responded to 304 incidents 
involving this tactic, with nearly 40 percent 
representing insider threat operations. 

How the Scheme Works 
Threat actors use generative artificial 
intelligence (genAI) to create LinkedIn 
profiles that attract the attention of job 
recruiters. The threat actors complete 
a virtual interview process, often using 
stolen identity documents to bolster their 
fake identity. They are then hired, typi-
cally for a remote IT position. Everything 
from the company’s perspective seems to 
check out with this new recruit. 

During onboarding, though, things typ-
ically take a turn. The new employee will 
likely have an emergency that requires 

Recruitment 
Red Flags 

North Korean threat actors continue to get hired for remote 
IT worker positions, including at Fortune 500 companies, 
posing a persistent problem for corporate security teams. 

By Megan Gates
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By Daniel Shoemaker, Ken Sigler, and 

Tamara Shoemaker. CRC Press. 228 

pages; $46.95. 

In 2018, the Association for Computing 

Machinery (ACM) and the IEEE Computer 

Society (IEEE-CS) announced the publi-

cation of the Curriculum Guidelines for 
Post-Secondary Degree Programs in 
Cybersecurity (CSEC2017). The guidelines 

were developed under the leadership of 

the Joint Task Force on Cybersecurity 

Education and with the contributions of 

educators, industry professionals, and 

government representatives 

from around the globe.   

CSEC2017 includes four 

components: an overview 

of the cybersecurity disci-

pline to frame the curricular 

model, a presentation of the 

curricular framework and 

outline of the recommended 

curricular content, a highlight 

of industry perspectives on 

cybersecurity, and a discus-

sion of issues related to the 

educational practice, suggestion for a 

process to develop roadmaps that link the 

curricular model to workforce frame-

works, and references that highlight how 

global institutions could implement the 

curricular guidelines.  

In Teaching Cybersecurity: A Handbook 
for Teaching the Cybersecurity Body of 
Knowledge in a Conventional Classroom,
authors Daniel Shoemaker, Ken Sigler, 

and Tamara Shoemaker have written 

a book that is a tremendous resource 

for those tasked with implementing 

CSEC2017.   

Many who are required to implement 

CSEC2017 are elementary school and high 

school teachers who often don’t have a 

background in information technology or 

cybersecurity, yet are tasked with incorpo-

rating it into their lesson plans. This book 

is meant for that population.   

Written in a jargon-free and easy-to-read 

style, Teaching Cybersecurity gives the 

reader a good understanding of the eight 

domains of the common body of knowledge 

(CBK): data security, software security, 

component security, connection security, 

system security, human security, organiza-

tional security, and societal security.  

Each chapter is a self-contained explana-

tion of the CBK topic and can 

be used to teach the topic to 

elementary, middle, and high 

school students. The chapters 

also include exercises to facil-

itate meaningful discussions 

and insights about the topic.  

Albert Einstein is quoted as 

saying, “If you can’t explain it 

simply, you don’t understand 

it well enough.” While infor-

mation security can be quite 

intimidating, Teaching Cyber-
security is a helpful guide to assist your 

understanding of the topic so that it can be 

taught well.

Reviewer: Ben Rothke, CISSP, CISM, CISA, 
is a New York City-based senior information 
security manager with Tapad who has more 
than 20 years of industry experience in 
information systems security and privacy. 
His areas of expertise are risk management 
and mitigation, security and privacy regula-
tory issues, design and implementation of 
systems security, encryption, cryptography, 
and security policy development. Rothke 
wrote Computer Security—20 Things Every 

Employee Should Know.  

Book Review

Teaching Cybersecurity

travel. He or she will request that their 
new work equipment—such as a laptop—
be sent to a destination that doesn’t match 
the address information they provided to 
HR during the hiring process. 

This new location is usually a laptop 
farm where someone is paid to keep the 

laptop on and connected to the Internet 
so the threat actor can access it remote-
ly. Some of the individuals storing the 
laptops are doing so unwittingly, says 
FBI Special Agent Elizabeth Pelker, who 
is the Bureau’s specialist on this activity 
and was also at RSAC.

Most of these individuals are recruited 
online to just host the laptops, thinking 
they are doing someone based in China a 
favor, Pelker adds. The Bureau will typi-
cally see one to two laptops at a location; 
on the extreme end, it has recovered up to 
90 at one residence. 

Microsoft, on the other hand, is track-
ing thousands of personas and identities 
used by North Korean IT workers, says Greg 
Schloemer, senior threat intelligence analyst 
at Microsoft, who was also at RSAC. 

Once on the payroll, these threat actors 
might provide their contacts with access 
to the corporate network to install mal-
ware to mine for cryptocurrency, conduct 
credential theft, steal proprietary data, or 
conduct data extortion after being fired, 
Schloemer adds. 

The FBI’s Internet Crime Compliant 
Center (IC3) published an alert in January 
2025, warning private companies of data 
extortion and sensitive data theft by North 
Korean IT workers. The advisory also cau-
tioned about the threat of credential theft. 

“North Korean IT workers could at-
tempt to harvest sensitive company cre-
dentials and session cookies to initiate 
work sessions from non-company devices 
and for further compromise opportuni-
ties,” the advisory said. 

One concerning development of this 
threat, Schloemer says, is the potential 
for a relationship between the clusters of 
threat actors conducting this remote IT 
worker campaign and the possible theft 
of intellectual property and sensitive in-
formation related to defense, nuclear, and 
aerospace capabilities. 

“We need robust detection and re-
sponse recommendations so we don’t end 
up in a future scenario where IT remote 
workers enable really critical national se-
curity theft,” Schloemer adds. 

Flags to Look for 
There are many benefits of having a re-
mote workforce, but it also comes with 
some risks when you’re only interacting 
with candidates online—especially ones 
trained to beat the system. 

Schloemer says there are two facets to 
detecting these threat actors: technical 
indicators and behavioral indicators. 

Technical indicators might include us-
ing a public VPN service, remote manage-
ment tools, and other programs and tools 
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that are not typically allowed on corporate 
laptops. On the behavioral side, flags might 
include frequent excuses for not attending 
meetings, last-minute cancellations, and 
shifts in location. 

“Some other behavioral indications that a 
remote employee may be a DPRK IT worker 
include noticeable variability in quality of 
work or knowledge,” Schloemer explains. 
“For example: high performance on inter-
view, but low performance on the job. Or 
an individual writing quality code but then 
displaying an inability to explain how the 
code works—this might be an indication that 
multiple distinct operators are working the 
role behind the scenes. 

“Additionally, look for different-looking 
individuals present on-camera in an inter-
view process versus on the job,” Schloemer 
continues. “Organizations should also look 
for poor work quality—although, notably, 
some DPRK IT workers are quite skilled and 
may be very high performers.” 

Schloemer cautions that as the threat 
actors mature it is becoming more difficult 
to detect them. It’s critical to educate front-
line managers about the tell-tale signs of 
this activity. These individuals should be 
most tuned into what their direct reports 
are doing, behavioral changes, and general 
work performance. 

Monitoring an employee’s performance 
and engaging in tough conversations with 
that individual are the biggest mitigation 
challenges that CrowdStrike has identified 

besides technical controls, Meyers says. 
“A lot of managers don’t want to have 

those difficult conversations about perfor-
mance,” Meyers explains, adding that a di-
rect report might not be doing a great job 
but isn’t doing a terrible one either—they 
are skating by. “That’s something every-
one should think about, and that’s a way to 
home in on these threats we’re seeing. We 
have to take that seriously as an industry 
and managers of people.” 

Owning and Mitigating the Risk 
There is the sense within the security com-
munity that the DPRK remote IT worker 
scheme risk is not its responsibility to own. 
James Robinson, CISO of Netskope, says that 
the consensus from many CISOs he’s spoken 
with is that this is a human resources prob-
lem that security needs to partner on. 

The Society of Human Resource Manage-
ment (SHRM) is a major professional associ-
ation for HR leaders with 340,000 members 

Organizations should 
also look for poor work 
quality—although, notably, 
some DPRK IT workers are 
quite skilled and may be 
very high performers.
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in 180 countries. A spokesperson for the as-
sociation declined to comment on the DPRK 
remote worker scheme and guidance it has 
provided members about the tactic. 

Regardless of who ultimately owns the 
risk, there are steps that security teams can 
take to help protect their business and iden-
tify these threat actors. 

When Robinson first learned of the tech-
nique a few months ago, he says he request-
ed a briefing on it from his local FBI Field 
Office for himself, the head of HR, and his 
company’s legal team. Netskope then began 
to put together an action plan to mitigate the 
risk of the threat. Robinson encourages oth-
er CISOs to take this same approach. 

Other recommendations from the IC3 
include conducting data monitoring, prac-
ticing the principle of least privilege on 
networks, and limiting privileges for in-
stalling remote desktop applications. It 
also suggests making changes to the re-
mote-hiring process, including complet-
ing as much of the process and onboard-
ing in person as possible. 

Schloemer says that required in-person 
interaction can be an effective strategy 
against the threat actor that is looking for 
low-hanging fruit with few friction points. 

“However, as we discussed during 
[RSAC], this is an especially agile and 
adaptable actor,” Schloemer adds. “If an 
organization were to implement such an 
in-person requirement, the actor could cer-
tainly adapt its ecosystem of enablers so 
that someone could appear in person to 
collect a device or complete a stage of the 
background check.” 

There are more steps organizations can 
take to mitigate the risk of this tactic, in-
cluding implementing identity-verification 
processes during interviews, onboarding, 
and throughout employment for remote 
workers, and cross-checking HR systems 
for other applicants with the same résumé 
or contact information. 

“North Korean IT workers have been 
observed using artificial intelligence and 
face-swapping technology during video job 
interviews to obfuscate their true identities,” 
the IC3 said in the January alert. 

Additionally, organizations should con-
sider reviewing applicants’ communica-
tion accounts since North Korean IT work-
ers have reused phone numbers and email 
addresses on applications that are supposed 
to be for different people. 

During the interview process, interview-
ees should consider asking “soft” interview 
questions that lead to information about 
location and education background, since 
many North Korean IT workers have claimed 
to attend non-U.S. educational institutions. 

The IC3 also suggested verifying 
third-party staffing firms your organiza-
tion works with to ensure they are follow-
ing these recommendations. 

Third-party staffing firms are one of the 
largest vectors for these actors to gain ac-
cess to your organization, Schloemer says. 

“That hiring process is a black box. You 
don’t have a lot of visibility into how that 
person was vetted,” Schloemer explains. 
“It’s worth having a conversation with 
them about this threat and do as much as 
you can to gain visibility into that process.” 

This could be especially important for 
companies looking to fill roles outside of 
the United States, where the threat actors 
might turn next, Pelker says. 

“If you have a workforce not in the Unit-
ed States, make sure your partner teams are 
tracking this during recruiting, hiring, and 
as managers,” Pelker adds. “And if you iden-
tify someone who checks those red flag box-
es, reach out to us at IC3.gov. We also have 
teams of FBI agents across the world.” 

How each organization conducts these 
reviews of their workforces and handles this 
threat might look different because of their 
unique policies and regulations, but if they 
identify a DPRK remote IT worker in their 
workforce, the response should be the same, 
Schloemer says. 

“Once an organization has reached a 
high degree of confidence that an individu-
al among their workforce is linked to DPRK 
IT worker activity, the most important step is 
terminating the user’s access to all systems 
and data as quickly as possible to pre-
vent further compromise or disruptive 
and destructive action—like data theft or 
extortion,” Schloemer explains. 
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Connecting metrics with a human-centric 
narrative can make security’s value 

proposition harder to refute.
By Sara Mosqueda 



26  

Cover Story | By Sara Mosqueda

Sean Sportun was thinking about closing 
down one of the convenience stores 

he oversaw in Ontario, Canada. 

Robbers had struck the Mac’s Convenience Store in Thun-
der Bay eight times between January and March 2012. One 
of those instances involved three teenage robbers, who had 
a standoff with the police after trying to hold up the store at 
knifepoint. The store also abutted an alleyway where pros-
titutes and drug users often loitered, and its exterior walls 
were regularly graffitied. 

A disciple of crime prevention through environmental 
design (CPTED), Sportun repeatedly ordered for any new 
graffiti to be removed or painted over within 24 hours of its 
appearance, authorized the installation of new cameras, and 
fenced off an area that provided bad actors an escape route. 

But “no matter what we did to this store from a CPTED 
perspective of lighting, taking away exit points—you name 
it, we did it—it didn’t work,” says Sportun, who at the time 
was the security and loss prevention manager for Mac’s Con-
venience Stores. At this point, he considered shuttering the 
store altogether. 

Instead, he decided to throw a party. 

Calculating the Value of 
Community Outreach 

In years prior, Sportun directed part of the loss prevention 
program to focus on community engagement efforts that also 
improved the company’s relationships with the neighbor-
hoods around its stores. He had seen success in a program 
where law enforcement provided coupons for free drinks to 
break the ice with local youths and reward them for positive 
behavior. Sportun had also heard of a crime prevention effort 
in Toronto where graffiti and murals were used to beautify 
neglected buildings. 

So, Sportun decided to commission local graffiti artists 
to give the Thunder Bay site a facelift. With support from 
law enforcement, the store’s landlord, the mayor, and other 
stakeholders, the artists completed the mural in May 2012. 
The design featured elements that the community said it 
wanted to see, such as sketches provided by local high school 
art students. To commemorate the mural’s completion, the 
store hosted a party outside of the facility with music, per-
formances, youth artists, food, and more. 

“It worked,” Sportun says. The store no longer saw the 
robberies it had before, and Sportun decided to try the same 

experiment at a different store. The second store had not 
been directly targeted, but it was near enough to areas where 
violent crimes had been committed that Sportun thought 
the project could result in a better relationship between the 
store and the community. And then he picked a third store 
for the mural project. After successes at all three stores, the 
project caught the attention of researchers at Harvard Busi-
ness School (HBS), who helped provide funding for murals at 
additional stores, with 17 murals commissioned throughout 
the region by 2016. 

The projects cost roughly $2,400 CAD ($1,850 USD) per site; 
however, researchers determined that stores with these mu-
rals saw an average sales increase of $62,371 CAD ($48,170 
USD) per year. There were also reports of year-over-year de-
creases in the number of negative or violent incidents experi-
enced at Mac’s stores in central Canada. Incidents decreased 
from 139 in 2012 with $54,243 CAD ($54,275) in associated 
losses to 72 incidents in 2015 and $9,914 CAD ($7,770) in loss-
es. There was a slight increase in 2016 with 87 incidents but a 
decrease to $9,708 CAD ($7,490) in associated losses. 

The murals generated positive news around the Mac’s 
brand, with the murals or the parties celebrating their com-
pletion often resulting in press coverage and essentially 
free advertising. Compare this to an average of $1.2 million 
CAD ($926,760) that Mac’s spent on radio commercials that 
reached 60 percent of Ontario residents for 26 weeks, accord-
ing to the HBS case study. 

“There’s a story to tell here because of the things that we’ve 
been doing, and the robberies have gone down drastically,” 
Sportun says. 

He estimates that the art projects resulted in $10.6 million 
CAD ($8.2 million) in loss prevention savings. The decreased 
robberies also meant that employees were not injured on 

If you’re going to get 45 minutes 
a year with the CEO and his or her 
leadership team to tell your story, 
you better be able to tell it quickly 
and eff ectively. 
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the job and could safely work, 
avoiding productivity losses 
and impacts to the company’s 
insurance premiums. 

In their bare bones form, 
the numbers alone would not 
have told the full story. Sportun 
knew that for the project to con-
tinue its spread, he would have 
to present other landlords, his 
C-suite, and law enforcement 
with a compelling story. HBS 
researchers and Sportun cre-
ated a document and a short 
film about the project, allow-
ing Sportun to show others the 
impact of the project and how it 
could improve other sites. 

Part of telling this story about 
crime prevention through com-
munity engagement was un-
derstanding how other Mac’s 
departments and external 
stakeholders would find the 
numbers compelling. 

Sportun notes that finding 
the right narrative and for-
mat helped convince others 
that the project could result 
in benefits to the company, landlords, law enforcement, 
and community leaders. 

“Then, before we knew it, we had 25 of these things up. 
And it became a thing within the policing world where it was 
making it into their annual reports,” Sportun says. 

Police departments in other areas also reached out to him 
to ask if they could select a store in specific areas where an-
other mural could be commissioned. “Not only did it start 
reducing incidents of criminality, but it started becoming a 
brand reputation thing,” he adds, pointing to another ben-
efit of the program. 

Sportun is not alone in blending math and language to cre-
ate a compelling story that can generate support and excite-
ment for security. When applied by and to a security team, 
metrics can indicate how effective certain measures have 
been and whether they remain a worthwhile investment. 

Targeting Useful 
Information  

“Identifying the efficacy of a security program or solution 
is about measuring the quality of targeted results from the 
rich pool of information on our program performance,” says 
George Campbell, an emeritus faculty member for the Secu-

rity Executive Council, a research and advisory firm special-
izing in corporate security risk mitigation solutions. 

At their core, metrics are data points that numerically or 
statistically reflect interactions and incidents. 

“Metrics are the switches and dials for security program 
performance measurement,” says Campbell, who was for-
merly CSO at Fidelity Investments. Metrics can be used to 
analyze, evaluate, and adjust the performance of a solution, 
team, department, or even an entire organization. 

“Risk-related metrics not only direct security response plan-
ning and performance measurement but become the CSO’s com-
munication and influencing strategy,” adds Campbell. “We need 
to leverage metrics to tell security’s quality and value story.” 

When used effectively, the data can condense a story, giv-
ing security practitioners the ability to hit the highlights in 
minutes or even seconds—time that’s valuable when you 
only meet with someone from the C-suite once a year. 

The metrics should be able to tell the story quickly and 
with little to no need for an explanation. When done right, 
an executive viewing the data or graphics will be able to 
quickly comprehend the message they tell, understanding 
the performance and value of the product or system that the 
metrics represent, according to Dave Komendat, former vice 
president and CSO for Boeing, currently CSO and partner 
with Corporate Security Advisors. 

Mac’s Convenience Stores in Canada partnered with local police to support the StreetArt 

Mural initiative, using public art to build stronger community ties.
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“If you’re going to get 45 minutes a year with the CEO and 
his or her leadership team to tell your story, you better be 
able to tell it quickly and effectively,” Komendat says. “And 
the best way to do that is with value-added facts and data.” 

These metrics need to show how an investment into secu-
rity has resulted in a return on investment (ROI). 

Campbell, who has been teaching CSOs—including 
Komendat—about metrics for decades, offers some tips on 
how to paint a picture with this data. 

When you’re first looking for key metrics, Campbell rec-
ommends considering how well security vulnerabilities are 
being identified, along with analyzing if actionable metrics 
are helping achieve an adequate resolution. 

“If we can’t deliver solid information here, we are failing 
in our basic responsibility to communicate and engage man-
agement,” Campbell says. “This is our value story and what 
management must hear.” 

Security leaders should also focus on identifying key 
risks and pinpointing what key performance indicators 
(KPIs) are tied to those risks. These KPIs should have cur-
rency and staying power, so they can be adapted to evolv-

ing risks. For example, some KPIs today would likely be 
indicative of cyber threats, regulatory risks, climate change 
impacts, and business resilience. 

Lastly, Campbell recommends engaging with key stake-
holders and inserting yourself into the conversation on busi-
ness risk strategy and management. Understanding other 
departments’ and key players’ motivations and goals will 
help you craft a message or story from the data that reso-
nates beyond security. 

“Understand the part or parts we can play in enabling 
the board’s strategic and enterprise risk management ob-
jectives,” Campbell says. “Focus key program delivery with 
metrics that clearly demonstrate how our programs are con-
tributing to the success and the health of the enterprise.” 

The Power of 
a Human Angle  

Before retiring from Boeing, Komendat says that one of his 
goals was ensuring the C-suite and the company at large 

See us at GSX booth 2155
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viewed the security department as a business enabler in-
stead of a cost center. 

“I wanted leadership in the Boeing company to know that 
I and my team understood and supported the strategy of the 
company,” he says. 

To achieve this, Komendat focused on metrics that demon-
strated value instead of ones focused on activity. Activity 
metrics indicate a count, such as the number of calls an-
swered by a company’s global security operations center 
(GSOC). However, the number of phone calls or alerts placed 
to a GSOC is unlikely to adequately demonstrate the value 
presented by the GSOC. Komendat would instead highlight 
the responses to these calls. How many of these calls were 
related to an issue with production, a medical emergency, or 
a critical incident? These metrics would showcase how the 
GSOC provides support for business continuity and employ-
ee safety—supporting the larger mission of the organization. 

Getting these numbers and stories to leadership can help a 
team secure new resources when necessary and even retain 
them when the larger organization is struggling. Komendat 
recalls using metrics to show executives why the company 

maintained an on-site fire department. The fire department, 
which also provided emergency medical services, would get 
called upon more than once a year to respond to a medical 
emergency on the production floor, he says. 

“If you were having a cardiac event and I am putting an 
EMT next to you with an AED within three minutes, you have 
a 70 percent chance of surviving that event,” he says. 

But without the internal EMTs, who are familiar with the 
physical layout of the facilities, the employee would not get 
medical care as quickly. 

“On their best day, it’s going to take them 6 to 9 minutes 
to get into the facility. They’re going to have to find the per-
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son. We have huge, complex fa-
cilities,” Komendat says. 

And if it takes 6 to 9 min-
utes for help to arrive and treat 
someone experiencing a cardiac 
event, the chance of survival de-
creases significantly. 

The impacts extend beyond 
the possibility of one death. 
There are also going to be side 
effects on other employees—co-
workers and friends of the col-
league who just died will likely 
experience some trauma. But by 
maintaining the internal fire de-
partment, those same employ-
ees are likely to see company 
emergency responders saving a 
life and administering care. 

“That is a powerful, impactful 
scene. And it’s a powerful, im-
pactful metric when you start to 
get pressure,” Komendat says. 

While contractual obligations provide another strong 
reason to keep an internal team in the face of budget cuts, 
it doesn’t resonate as strongly as the employee retention 
and employee goodwill borne from a real-life medical dra-
ma. This is on top of the other work performed by this 
internal team, such as cleaning up hazardous materials. 

“That’s a positive brand—that’s ‘the company cares about 
me’ type of response. So, being able to articulate and tell 
stories like that are important,” Komendat says. 

Because when you can talk about how the surviving employ-
ee came back to work days or weeks later, how their teammates 
didn’t need to use PTO or bereavement leave to deal with the 
trauma, and how the surviving employee and their family vis-

ited the EMTs to thank them for saving 
his or her life, it strikes an emotional 
chord with leadership. 

“It sounds corny, but it wins,” 
Komendat says. “And who’s going 
to sit there after hearing a story like 
that and go, ‘Hey, you’ve got to take 
$10 million out of your fire budget?’ 
Nobody does that.” 

This approach is reflective of a 
larger scale need—that security 
metrics must become more proac-
tive rather than reactive, according 
to Campbell. 

“The threat landscape, regula-
tory compliance, and the demands 
of more risk-aware and engaged 
boards of directors have driven this 
evolution,” he says. 

Sara Mosqueda is associate editor for 
Security Management. Connect with 
her on LinkedIn or send her an email 
at sara.mosqueda@asisonline.org. 
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cle text here
Lorem ipsum dolor sit amet, consectetuer 
adipiscing elit, sed diam nonummy nibh euismod 
tincidunt ut laoreet dolore magna aliquam erat 
volutpat. Ut wisi enim ad minim veniam, quis 
nostrud exerci tation ullamcorper suscipit lobortis 
nisl ut aliquip ex ea commodo consequat. Duis 
autem vel eum iriure dolor in hendrerit in 
vulputate velit esse molestie consequat, vel illum 
dolore eu feugiat nulla facilisis at vero eros et 
accumsan et iusto odio dignissim qui blandit 
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volutpat. Ut wisi enim ad minim veniam, quis 
nostrud exerci tation ullamcorper suscipit lobortis 
nisl ut aliquip ex ea commodo consequat. Duis 
autem vel eum iriure dolor in hendrerit in 
vulputate velit esse molestie consequat, vel illum 
dolore eu feugiat nulla facilisis at vero eros et 
accumsan et iusto odio dignissim qui blandit 
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�rmed security officers train to respond to a threat in sec-
onds, sometimes making life-altering decisions in the 
blink of an eye to draw their service weapon to protect 
themselves and other people in their care.

Many of these officers will go their entire career and never use 
their firearm while on duty. But some do have to take that action. 
One such case occurred this past year at a poultry processing fa-
cility in the United States.

An employee at the facility had been let go. As he exited the 
plant, however, he stopped at his vehicle, retrieved a rifle, 
and opened fire in the parking lot. He then walked toward the 
facility’s perimeter gate and guardhouse, continuing to fire 
his weapon.

The security officers on duty heard the rounds and immedi-
ately reacted. A supervisor provided cover for a newly trained 
officer on her first day at the site, helping her shelter on the floor 
behind a concrete wall. The supervisor then took cover behind a 
guardhouse, stepped out, saw the gunman pointing the rifle at 
him, and neutralized the threat with his service weapon before 
anyone else could be harmed.

“Our officer neutralized the threat immediately, then had the 
forethought to recognize he needed to survey the scene, make 
sure there’s no other threats, and secure the scene until law 
enforcement got there. That same officer started directing per-

sonnel, getting them out of the way, getting them away from the 
scene itself,” says Edward E. “Gene” Sanders, COO of DSI Secu-
rity Services. “That officer exhibited all the training that he had 
had—not only being able to neutralize the threat with what he 
learned on the firing range but to also control a very chaotic sit-
uation with what he learned in incident control.”

The officer’s actions likely saved many lives—including his 
own—at the facility, which employed several hundred people. 
The incident demonstrates the seriousness that must be tak-
en when training security personnel to carry and use firearms 
on the job. 

Sanders is extremely familiar with this training process. His 
career began in law enforcement, and then he transitioned to 
working with DSI in 1991. About 15 years ago, he obtained and 
continues to maintain the rigorous National Rifle Association 
(NRA) Law Enforcement Firearms Instructor certification. Sand-
ers also obtained credentials that allow him to instruct security 
and law enforcement officers on firearms use.

The incident at the poultry plant “makes you realize that on 
any given day, we have 5,500-plus security officers out there on 
post, and the vulnerabilities that are out there, the risks that are 
out there and that are present,” Sanders says. “It confirms just 
how important and how serious training should be taken and 
should be administered.”
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When arming a security officer, it’s important to keep in mind 
the purpose for doing so: armed security is often seen as a de-
terrent. Thieves or other malicious actors might see an armed 
security officer at a store, for instance, and decide they should 
target another location that doesn’t have a guard standing by 
to potentially intercept them.

“It’s really more about that officer presence and being a deter-
rent to somebody breaking the law, stealing that piece of prop-
erty, or assaulting that individual,” Sanders says.

Several factors go into deciding whether armed security is needed 
at a site. These include the location of the site, the crime in the area, 
the risk analysis, and the product or people you’re seeking to protect.

“Generally, in the banking industry, you’ll see [armed secu-
rity] quite often,” Sanders says. “In the retail industry, you’ll 
see it frequently. Then in areas that are known to be high-crime 
areas or known to be very vulnerable, then you’ll incorporate 
an armed security officer as that deterrent.”

It’s critical to educate the client, however, to make sure he or 
she understands the differences between law enforcement and 
armed security personnel.

“They may think that an armed security person can carry out 
the exact same duties and exact same responsibilities with the 
level of force that a police officer or law enforcement officer can, 
and unfortunately that’s not completely accurate,” he says.

Law enforcement, for instance, is trained to enforce the law 
and has a much broader authority to use deadly force when 
necessary to do so. Certified peace officers—private security of-
ficers who have been commissioned by a government entity but 
are employed by a private company—may have more latitude to 
use deadly force because they are also enforcing the law in their 
posts. But generally, contract security officers have the same 
right to use deadly force as regular civilians do, Sanders explains.

“In the security arena, the ability to use deadly force is directly 
associated with the presence of imminent bodily harm or damage, 
or death, to yourself or to someone else,” he adds. “That’s the differ-
ence between the two. Law enforcement still has that requirement, 
but beyond that they can use weapons to enforce the law—certain 
levels of the law. Then you have to go back to the force continuum, 
which dictates how an officer—whether it’s contract security or 
whether it’s law enforcement—what level of force they can use.”

Private security officers also have an assignment, often a post 
location, to protect a customer and that customer’s property. 
This differs greatly from law enforcement, which can move more 
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Like law enforcement agencies, private security 
organizations typically have policies that outline how 
offi cers can use force while on the job.

These policies are sometimes referred to as the 
use-of-force continuum. They include the levels of 
force appropriate for a situation and how a security 
offi cer might move from one level to another to 
respond in the moment. These policies help ensure 
that offi cers are responding to threats in a lawful 
and proportional manner.

Here are what the fi ve levels of a typical use-of-
force continuum look like in theory, based on exam-
ples from the National Institute of Justice.  

1.  Offi cer presence. Security offi cers are present at a 
physical location to act as a deterrent. Offi cers are 
encouraged to have professional and nonthreat-
ening attitudes. 

2.  Verbalization. Offi cers issue calm, nonthreatening 
commands to another person—like asking to see 
the person’s ID badge or ticket to enter a restrict-
ed space. If the person does not comply with the 
request, an offi cer might raise his or her voice and 
issue shorter requests—like “stop” or “don’t move.”

3.  Empty-hand control. If someone does not respond 
to a security offi cer’s verbal requests or if there’s 
a need for a physical intervention, security offi cers 
could use empty-hand control techniques. These 
include restraint holds or physically escorting an 
individual away from the area.

4.  Nonlethal force. If empty-hand techniques are not 
effective or appropriate for the situation, security 
offi cers may use nonlethal force to subdue or 
control an individual without causing permanent 
injury. This could include using a TASER, a baton, 
or pepper spray.

5.  Lethal force. As a last resort, security offi cers can 
use lethal force—such as a fi rearm—when they 
face an imminent threat of death or serious bodily 
harm to themselves or others. This use of lethal 
force is very highly regulated and demands a 
signifi cant escalation in the threat level, such as 
an active shooter situation. 

It is critically important to clearly communicate 
and train security offi cers on the continuum and 
appropriate use of force, so they respond to threats 
in a lawful and appropriate manner.
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freely within its jurisdiction to pursue threats 
or use force.  

Additionally, when incidents occur police 
officers or sheriff’s deputies can call their col-
leagues for backup. Security officers, howev-
er, rely on law enforcement to be their backup.

“To be effective with both armed security 
and law enforcement, you have to bridge the 
gap in that relationship because both of us 
are partners, both of us have common goals, 
and both of us have responsibilities and can 
assist each other,” Sanders says.
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In most cases, armed security officers are is-
sued handguns—typically a semi-automatic 
9mm or .40 caliber. Security officers who trans-
port high-value assets, such as jewelry or cash 
in an armored vehicle, might be issued shot-
guns. Sanders adds that private security offi-
cers who work in corrections facilities or trans-
port inmates might also be issued shotguns.

“A lot of times in those environments, you 
would see the need for a shotgun because it 
is a weapon of choice when you’re in close 
proximity to the potential threat or you have 
concerns with the impact to your surround-
ings,” Sanders says. “If you’re in an area 
where there’s a number of personnel, you 
would seek something like a shotgun versus a 
handgun simply because it’s more of a short-
range type of weapon.”

These are powerful and lethal tools that se-
curity practitioners may use in the course of 
their work. For Sanders, the most important 
thing is understanding the weapon that you’re 
using and your responsibility for it.

“You have to recognize the risk and the re-
sponsibility of [carrying a firearm],” he adds. 
“I think the first order of business in any 
weapons training is getting familiar with the 
weapon—the nomenclature of that weapon, 
understanding its components, how it works, 
and understanding the safety piece of it.”

The safety aspect is paramount. Not ev-
ery firearm operates in the same way. Safety 
mechanisms are likely to be different, along 
with loading and discharging.

“If you have a revolver, it’s completely 
different than when you have a semi-auto,” 
Sanders says. “I think the number one thing 
for me is safety because you’re responsible for 
every person around you.”

Additionally, security officers should be fa-
miliar with how to break down their service 
weapon and clean it safely.
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“All guns are different. Some guns are cleaned differently than 
others. Some require less oil for lubrication. Some require more,” 
Sanders says. “At all times, when you’re cleaning a weapon, there 
are never rounds in the area where you’re cleaning the weapon. 
The weapon is separated. It’s clearly broken down.”

After security officers are familiarized with how the firearm 
works and its safety mechanisms, next up is becoming proficient 
with handling and firing it. This includes the basics of sight align-
ment, trigger squeeze, and all the components that go into using 
the weapon accurately, Sanders adds.

This should be followed by education on the use-of-force continu-
um and understanding how security officers can use force both legal-
ly and ethically, along with the ramifications of using that force. The 
use-of-force continuum, for instance, begins with the mere presence 
of the officer, escalating to less-than-lethal tactics, and then lethal 
tactics in certain situations. Officers should be educated on this con-
tinuum and then undergo scenario training so that when they are 
out on the job and a situation arises, they are prepared to properly 
handle that incident with the appropriate use of force.

Law enforcement and armed security personnel are asked to 
make split-second decisions that are life-altering, so Sanders says 
it is imperative to understand the use-of-force continuum and be 
trained, repeatedly, so they make good decisions.

 “You’re trained in that situation. You know that situation, so 
you know how to respond,” he adds.

One technology that is assisting with this curriculum is sim-
ulation training. Many law enforcement agencies already use 
simulators to train officers, and Sanders says that DSI has used 
them at a local training center for law enforcement.

“In a simulation, your targets are different. They change. 
Then you have to quickly discern if that target is a threat or not 
a threat,” Sanders explains. “If the target is a threat, is it pre-
senting a lethal threat—deadly force to you? Then, how do you 
properly respond to it?”

Sanders adds that it is essential to assess the mental health and 
psychological condition of the officer who is carrying a weapon.

“A lot of states right now—especially where we operate in 
armed security—have requirements that before the state will 
issue that armed security officer a license to carry a weapon, 
they have gone through that mental health evaluation and been 
approved and fit for duty,” Sanders says.  “That’s typically how 
we are able to vet our potential candidates for armed services.”

Total training requirements for armed security officers will vary 
by jurisdiction. Most U.S. states require personnel to complete ini-
tial training, then go through refresher training— sometimes called 
requalification—within 12 months of being certified and every 12 
months after that with the firearm that they are issued.

Twenty-eight U.S. states and the District of Columbia have spe-
cific training requirements for armed security officers, compared 
to 23 and the District of Columbia for unarmed security officers, 
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according to a 2021 white paper from the National Association 
of Security Companies (NASCO).

On average, the initial training requirement for armed secu-
rity officers is about 40 hours. Twenty-three states also require 
continuing education and range qualifications each year for 
officers to maintain their license.

At DSI, for instance, the company has both on-staff and con-
tracted instructors that work to train personnel, typically every 
six months and no less than every 12 months, Sanders adds.

“And not just on the caliber weapon that they’re carrying, not 
just the brand—whether it be Glock, Beretta, or Smith & Wes-
son—but they are actually training and certifying with the weap-
on that they are going to be carrying in their holster,” he says.

One state that maintains a high level of training requirements 
for armed security officers is Florida. It has an online platform 
that provides guidance on certifications and their validity 
and indicates whether administrative actions are being taken 
against a certification holder.

“They have what Florida calls D license for unarmed person-
nel and G license for armed personnel,” Sanders says. “They 
communicate with us frequently on any administrative action 
that might take place. Then, when renewals are coming up, they 
clearly articulate the training that needs to be done—the range 
and scores that have to be met.”

��������	
���
��
Armed security personnel should carry their assigned weapons only 
when they’re on duty and assigned to their post. Sanders says DSI 
requires its officers to use a Level 2 and above holster for their service 
firearms. This means that there is a level of retention to the holster 
that requires two means to get access to the weapon.

“They have to be able to press a button that releases the weap-
on and then pull that weapon out,” Sanders explains. “Some 
Level 3s have a finger release—a thumb release—and then you 
have to pull the weapon out.”

When preparing to come on duty, officers are responsible for 
making sure their weapon is ready for duty. This could include 
charging the weapon, checking for rounds, and loading it.

Once their shift is over, Sanders says officers are instructed 
to store their firearm in the trunk of their vehicle, where it can-
not be accessed by the driver until he or she returns home. He 
recommends using a vehicle gun safe or gun box to store the 
firearm. Once home, that weapon is required to be stored in a 

safe—preferably a biometric safe—and, when possible, where 
the rounds are securely separated from the weapon itself.

“Our primary concern is if an officer, for some reason, needs 
to store the weapon that they have the means by which to un-
load that weapon properly,” he adds. “In places that we have 
armed services—at a site—and the weapons are retained at the 
site, the weapons do not go home.”

In these situations, there needs to be proper weapons storage 
that includes a safe and clearing barrels where weapons can be 
cleared securely, Sanders says.

“One of the best ways to control or to safely manage a weap-
on is to always control that weapon,” explains Sanders. He has 
heard stories of officers in the industry taking off their duty belt 
with their firearm attached when using the restroom and then 
forgetting to pick it back up again.  

“It’s happened both in the law enforcement arena and se-
curity arena,” he says. “It’s really about making sure they un-
derstand just the severity and the responsibility they have in 
control of that weapon, and always attending to that weapon 
at all times.”
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Carrying a firearm as a security officer is a significant responsi-
bility. If an officer needs to use that firearm in the course of their 
work, Sanders adds that it is imperative there is a process in place 
to debrief that officer and then provide him or her with support.

At DSI, for instance, the protocol for post-incident response 
involves gathering as much information as possible about what 
happened and ensuring that there is an independent investiga-
tion into the incident. This is sometimes handled by law enforce-
ment or a state official. At the same time, the officer involved 
should be isolated to make sure he or she is physically okay and 
can provide a statement. DSI will then work with law enforce-
ment to ensure the officer is supported while the investigation 
continues into what occurred.

“Once law enforcement has cleared it, we will typically put 
our officer on leave with pay to make sure that it was a justified 
situation,” Sanders says.

After that justification threshold is met, DSI also ensures the 
officer is made aware of employee assistance program benefits 
so he or she can get any necessary therapy support. Sanders says 
it’s important to encourage the officer to talk about the situation 
as best he or she can and to support the individual.

“If it’s an event that was justified and their actions save lives, 
everybody’s going to be thanking them, recognizing them for 
what they did, but at some point, that starts to dwindle,” Sand-
ers explains. “Then you have the employee left with the event 
that just took place and whatever action they had to take.”

In the aftermath, Sanders adds that it’s important in this mo-
ment to use your HR resources to provide support to the officer.

At DSI, “HR takes the lead on that and through our different 
means of employee assistance, we get them the help they may 
need to be able to process what happened,” Sanders says. 

Megan Gates is editor-in-chief of Security Technology. Connect 
with her at megan.gates@asisonline.org or on LinkedIn.
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In some roles, working in high 
temperatures can be inevitable. But 
changing temperature ranges can make 
jobs increasingly dangerous without 
appropriate mitigation strategies. 

By Sara Mosqueda



44  

Extreme Heat | By Sara Mosqueda

We usually think that extreme weather and tempera-
tures are limited to rare areas or instances—the Gobi 
Desert, the North Pole, Tornado Alley, or an errant 

blizzard or heatwave. 
But when it comes to how weather can harm humans, it 

doesn’t take too much to qualify as extreme, especially when 
it comes to heat. Granted, what may feel hot to residents in 
Scotland might be considered downright balmy to those living 
in the southwestern United States. However, if someone isn’t 
accustomed to actively working in what feels like hotter weath-
er, prolonged exposure can result in a case of heat illness. 

Heat illness is more than just sweating a little more and 
feeling uncomfortable in the heat. Most of the time, the hu-
man body subconsciously takes actions to remain in homeo-
stasis—keeping everything inside stable and on an even keel 
regardless of the external environment. For example, if our 
blood sugar is too low, we get hungry and perhaps crave some-
thing sweet. Keeping our body temperature within a certain 
range is a big part of homeostasis, with bodies essentially op-
erating as living thermostats. If things get too cold, we shiver 
in order to generate some level of heat through movement 
and muscle activity. If things get too hot, we produce sweat 
because as it evaporates, the departing moisture cools the 
surface of our skin. 

But if someone is working in construction, patrolling out-
doors for hours on end, or working in a factory with little to 
no air conditioning, there’s only so much the body can do. 

Mercury Rising

Although heatwaves are one of the most dangerous natural 
hazards, the death and destruction they cause are not always 
immediately noticed. As a result, the impacts may receive 
less attention than the instant swath of destruction cut by a 
tornado or tsunami. 

According to a 2021 study, Global, regional, and national 
burden of mortality associated with non-optimal ambient tem-
peratures from 2000-2019: a three-stage modelling study, more 
than 489,000 heat-related deaths happened every year. Of all 
heat-related deaths, 45.81 percent happened in Asia, 36.54 per-
cent in Europe, 11.61 percent in the Americas, 5.22 in Africa, 
and 0.82 percent in Oceania. Heatwaves in particular cause 
spikes in deaths, evidenced by the more than 70,000 people 
who died during a 2003 heatwave in Europe. 

Heatwaves have also been increasing in frequency and in-
tensity in recent decades. “Between 2000 and 2016, the num-
ber of people exposed to heatwaves increased by around 125 
million,” according to the World Health Organization (WHO). 
U.S.-based research also confirmed this increase, noting that 
among major cities the average in the 1960s was two heat-
waves per year, but the number has grown to more than six per 
year during the 2020s. “The average heatwave season across 
50 major cities is 46 days longer than it was in the 1960s,” the 
U.S. Global Change Research Program reported. 

The bottom line: Hotter days are here to stay. So, people who 
work in the heat will need additional protections. 

Anyone working outdoors or in indoor spaces that lack suf-
ficient cooling and ventilation can be at risk for a heat-related 
illness. And it’s not just heat that contributes—high humidity, 
which prevents sweat from evaporating, and high nighttime 
temperatures can exacerbate the conditions for heat-related 
illnesses. The constructed environment also factors in. Heat is 
absorbed by buildings, roads, and other infrastructure, mean-
ing that temperatures can be 1 to 7 degrees Fahrenheit warmer 
in urban areas compared to the areas surrounding a city, ac-
cording to the Center for Climate and Energy Solutions (C2ES). 

Heat-related illnesses are caused by exposure to extreme 
heat and are basically the result of the body’s inability to suf-
ficiently cool itself off, impacting the cardiovascular and re-
spiratory systems, as well as kidney functions. This category 
of illnesses includes heat rash, heat cramps, heat syncope, 
rhabdomyolysis, heat exhaustion, and heat stroke. The most 
serious of these is heat stroke, which happens when the body 
can no longer control its own temperature.  

“The body’s temperature rises rapidly, the sweating mech-
anism fails, and the body is unable to cool down,” according 
to the U.S. Centers for Disease Control and Prevention (CDC). 
“When heat stroke occurs, the body temperature can rise to 
106 degrees Fahrenheit or higher within 10 to 15 minutes.” If 
someone suffering from heat stroke doesn’t receive emergen-
cy treatment, it can result in a permanent disability or death. 

While solutions to preventing heat-related illnesses may 
seem obvious—stay inside, stay hydrated, stay cool—they are 
not always available or apparent. 

For security officers who actively patrol large outdoor areas, 
such as campuses or parking lots, excessive heat can mean 
dehydration, fatigue, and heat-related illnesses. These effects 
“can seriously impair a security officer’s ability to remain alert, 
respond quickly, and make sound decisions,” says Eddie Sor-
rells, CPP, PCI, PSP, the CEO of DSI Security Services. “Even 
short periods in high-heat conditions can affect judgment and 
physical performance—crucial traits in the security industry.” 

Security officers stationed outside in the heat for prolonged 
periods are most at risk, particularly if they are exposed to di-
rect sunlight or high humidity. The increased time and expo-
sure to heat while unable to effectively cool off increases the 
risk of developing a heat-related illness. 

“I think anybody that’s ever been exposed to a level of exer-
tion in extreme heat knows the physical and mental impact 

Even short periods in high-heat 
conditions can affect judgment and 
physical performance—crucial traits 

in the security industry.
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that it took upon you or can take upon anyone,” says David 
LaRose, CPP, CPHA (Certified Healthcare Protection Admin-
istrator), national director of healthcare security for Garda 
World. “…If you’re not aware of your environment and the 
impact it can have on the officer physically and mentally, 
then we’re setting ourselves up for failure.” 

Beyond duty of care, individual performance, or govern-
ment regulations, employers might also be interested in rec-
ognizing, preventing, and treating these impacts because of 
a larger bearing on an organization. Staff turnover increas-
es when an organization or industry doesn’t take care of its 
employees, including when it comes to hazards like extreme 
heat, according to Brent O’Bryan, senior vice president of 
global training and talent development for Allied Universal. 

“It needs to be about the employees first. And we know 
that if it’s not, we’re going to lose people. So, we’ve got to 
make sure up front we’re doing the right thing—and that 
starts with recognizing some of the issues that weren’t rec-
ognized in the past,” O’Bryan says. 

Mitigation and Response

Because extreme heat can significantly impact the efficacy 
and health of security patrols, especially those who work 
outside for significant stretches of time, proper management 
and training of those officers can make a substantial differ-
ence in an officer’s performance, health, and influence be-
yond their company and the client he or she serves. 

Whichever policies and training security officers’ em-
ployers use to help promote safety and awareness during 
hot days, employers need to communicate and coordinate 
these needs and protocols with the clients the officers will 
be supporting. 

Along with providing site-specific safety briefings for the of-
ficers to address any unique elements in the environment they 
will be working in, Sorrells notes that DSI also requests or nego-
tiates with clients for officers to have access to air-conditioned 
spaces or water stations, as well as establishes the expecta-
tions for breaks, adjustments to uniforms when necessary, and 
limits on shifts to prevent excessive exposure. These kinds of 
discussions can help clarify clients’ needs and expectations 
of officers’ responsibilities while placing limits where needed. 

While these steps may sound onerous, it can help to re-
member and remind clients that the additional measures 
can assist in decreasing turnover and increase retention, 
O’Bryan says.  

“Our clients want to see the same faces. We want to have 
the same individuals out there who know what to do day in 
and day out,” he explains. 

These discussions do not only occur during a contract 
negotiation; instead, regular meetings with clients allow 
the organization to review recent events. “Incidents could 
include how many heat-related issues have happened at this 
facility or location, and then we can adjust and work with 

Types of 
Heat-Related Illnesses 

Heat cramps 
This is the mildest type, consisting of painful 

muscle cramps and spasms that occur during or 

after intense exercise and sweating in high heat. 

Symptoms include painful muscle cramps, 

especially in the legs, and flushed, moist skin. 

Heat exhaustion
This is more severe, resulting from the body’s 

loss of water and salt. It occurs when the body 

cannot cool itself properly. If left untreated, it 

can turn into heat stroke. 

Symptoms include muscle cramps; pale, 

moist skin; a fever greater than 100.4 degrees 

Fahrenheit or 38 Celsius; nausea; vomiting; 

diarrhea; headache; anxiety; or feeling faint. 

Heat stroke
The most severe form of heat illness, heat 

stroke is a life-threatening emergency that 

requires immediate medical attention. 

Symptoms include warm, dry skin; high fever, 

usually greater than 104 degrees Fahrenheit 

or 40 Celsius; rapid heart rate; loss of 

appetite; nausea; vomiting; headache; fatigue; 

confusion; agitation; lethargy; or stupor. In 

severe cases, seizures, coma, and 

death are possible.  
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that client on what changes we need to make going forward,” 
O’Bryan says. 

To support keeping security officers safe even while hav-
ing to work in the heat, it can help to conduct training that 
emphasizes how to recognize and respond to heat stress and 
to enact policies that include regular cooling and hydration 
breaks. Another way to improve resistance to excessive heat 
is by modifying uniforms and equipment to compensate for 
the increased temperature. 

Policies and Training

Implementing and leveraging a heat illness awareness and 
prevention plan can be a valuable investment. 

“To ensure officers remain safe while still meeting the 
needs of our clients, training protocols must be adjusted 
during hot weather months,” LaRose says. Training ahead 
of those warmer days should include recognizing the early 
signs of heat stress, such as dizziness, nausea, excessive 
sweating, and confusion. 

Training should also include how to handle instances of 
heat stress or heat-related illnesses once they are identified. 
If an officer is suffering from heat exhaustion or sees some-
one else exhibiting signs of a heat-related illness, training 
should address how and where he or she can be moved to, 
as well as providing an environment where the person can 
fully recover and rehydrate. Training at Allied Universal 
notes that thirst is an early indicator that someone is head-
ed toward dehydration.

“That’s back to that prevention and early warning signs—
that’s part of the training. It’s how to take care of yourself,” 
O’Bryan says. 

Proper training can prevent a situation from happening 
or at least keep a situation from worsening. “You have to 
respond really quickly because things can—no pun intend-
ed here—heat up quickly in those dangerous situations,” 
O’Bryan adds. 

When a serious heat incident happens, it can significantly 
affect organizations’ reputation, workers’ morale, and liabil-
ity risks. U.S. employers are required to report any fatalities 
due to a heat-related illness to the U.S. Occupational Safety 
and Health Administration (OSHA) within eight hours, and 
inpatient hospitalizations must be reported within 24 hours. 
This means that instances of heat stroke, rhabdomyolysis 
(muscle injury and breakdown), and any kidney damage 
because of severe heat or dehydration would be reported. A 
report could trigger an investigation into the causes of the 
heat-related illness and depending on the circumstances 
and outcome, OSHA might send an investigator to assess 
the workplace and identify hazards. 

To counter some of the impacts from excessive heat, DSI 
has implemented certain safety protocols that are built into 
broader officer training and daily operations, according to 

Sorrells. These include hydration practices, with officers 
trained to hydrate before, during, and after a shift, as well 
as the employer providing access to water or beverages with 
electrolytes in locations where the heat is a factor. 

Remote monitoring with GPS and wellness checks are 
also used for outdoor or remote posts so officers can report 
heat-related issues as they happen. The system allows su-
pervisors to monitor officers’ patrol routes and issues alerts 
if there is a defined period of inactivity. Sorrells adds that 
he expects shifting climate patterns will increase the need 
for and use of drones and remote surveillance measures to 
help reduce human exposure to extreme heat. 

Training in anticipation of extreme heat can be multifac-
eted, relying on various formats to support real learning so 
the information is both accessible and memorable. 

“It could be a document that they can read and refer back 
to,” LaRose says. “It could be a briefing before staff is de-
ployed. …It could be a formal part of the training.” LaRose 
also issues special bulletins related to seasonal issues or 
risks, and he advises pairing them with refresher sessions 
during regular briefings. 

If an event involving extreme heat or a heat-related illness 
occurs, the debriefing of the incident can also contribute to 
training. Beyond understanding the incident and collecting 
the facts regarding it, officers can benefit from leaders rec-
ognizing when proper performance came into play and how 
things can be improved. “Maybe it’s because of the training 
something was observed, it was immediately handled, and 
the outcome was positive. And it reflects back to the training 
of the officer,” LaRose says. 

At Allied, officers and supervisors also use an internal 
learning management system for training, with monthly 
safety topics incorporated into regular learning sessions. 
The topic for May 2025 was heat illness prevention, provid-
ing all employees with a refresher session of a more in-depth 
course that all employees must complete during their first 21 
days at the company. Similar to Garda World, the company 
also provides other learning methods, such as a short vid-
eo—the idea being that multiple educational avenues can 
help in communicating with and educating employees, ac-
cording to O’Bryan. 

Everyone that Security Management spoke with said that 
their training and policies regarding extreme heat were cre-
ated to at least meet or exceed regulations set by OSHA and 
other regulatory agencies. This means that every site is re-
quired to have a heat illness and prevention plan, and every 

It needs to be about the employees 
first. And we know that if it’s not, 

we’re going to lose people.
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employee’s onboarding training includes a section on heat 
illness and prevention. But they also pulled lessons from oth-
er industries and from internal data regarding previous inci-
dents. Sorrells adds that for DSI, their programs are created 
in partnership with several voices outside of traditional se-
curity—legal counsel, operational leaders, and risk manage-
ment experts. “This cross-functional approach ensures that 
our protocols are both effective and legally sound,” he says. 

LaRose, O’Bryan, and Sorrells all said that their organiza-
tions provide their officers with first aid training in response 
to heat stress and related illnesses. This allows them to not 
only identify and treat any stress among security officers, 
but also provide assistance to anyone on the properties they 
help secure. 

Clothing and PPE

“There are other things that I think sometimes are over-
looked that really give a value add. That’s whether the uni-
forms are correct for the climate,” LaRose adds. 

Once the temperatures start to rise, it’s time to at least 
consider switching up the work 
wardrobe for outdoor work-
ers. For warmer days, choose a 
uniform consisting of lighter, 
breathable materials instead of 
the suit and tie that would be 
standard on cooler days or in a 
setting with air conditioning. 
Some clothing and hats also of-
fer protection from harmful UV 
rays, further protecting officers 
in the long run. Depending on 
the setting, it may be worth-
while to see if additional equip-
ment can help keep officers cool 
while on the job. 

Both the material and the 
color of clothing can help mit-
igate against warmer weather. 
For example, wearing white in 
the summer to protect against 
heat is common. However some 
studies show that, counterintu-
itively, wearing black in some 
conditions—particularly if the 
clothing is loose-fitting and 
there is at least a mild breeze—
can have a cooling effect. As for 
materials, in general you should 
select lightweight woven fabrics. 
Different materials have differ-
ent moisture absorption proper-

ties that can help determine that material is better in dif-
ferent environments. For example, in dry environments, 
high-absorption cotton may keep security officers cooler 
than other fabrics, while in humid environments, mois-
ture-wicking synthetics will be the cooler option. 

Consideration of materials should also extend to any 
accessories, such as utility belts or vests. Vests are often 
necessary gear to protect the wearer from weapons, but on 
hot days the material that covers the plates should also be 
breathable instead of one that retains heat, LaRose advises. 

Along with breathable or ventilated clothing, Sorrells also 
recommends providing cooling towels and portable fans 
when and where it is appropriate. 

Other personal protection for security patrols can include 
a neck gaiter, sunglasses, sunscreen, and accessories that 
can offer protection from the heat, sun, glare, and UV rays, 
O’Bryan adds. 

Sara Mosqueda is associate editor for Security Manage-

ment. Connect with her on LinkedIn or send her an email at 
sara.mosqueda@asisonline.org. 
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The October 2023 Hamas 
attack in Israel and its 
aftermath sparked a 
new era of campus free 
expression and protest. 
Many institutions, including 
Saint Louis University, had to 
grapple with how to respond.

By Melinda Heikkinen 
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here is a long-standing 
history of student activ-
ists demanding social 
change through protest 
on college campuses. 

From the student-driv-
en removal of Harvard 

College’s president in 1639, through the 
civil rights and anti-war demonstrations 
of the 1960s and ’70s, to the anti-apartheid 
demonstrations in the ’80s, college and uni-
versity students have always been a force 
for change. 

Most institutions of higher learning 
have well-developed polices and pro-
cesses when it comes to allowing free ex-
pression. But the events of 7 October 2023 
sparked a new era of free speech that set 
many schools on their heels—forcing not 
only a deep assessment of what free ex-
pression was, but a reckoning with how 
to respond to it both within the values 
of the institution and the expectations 
of the law. 

On that day in October, Hamas and its 
supporters launched an attack on Israel 
from Gaza, killing 1,200 Israelis and tak-
ing 240 hostages. The inevitable Israeli 
Defense Forces counterattack into Gaza 
has killed tens of thousands of Gazans 
and stirred up outrage across many Amer-
ican communities. 

Finding themselves at the epicenter of 
much of the protest activity, colleges and 
universities have had to make hard de-
cisions on how to respond. While each 
institution was presented with unique 
circumstances and made their decisions 
based on those circumstances, the results 
were of varying success. 

In July 2024, The New York Times report-
ed that more than 3,100 people were arrest-
ed in relation to protests at college cam-
puses across the United States. Many of 
the charges associated with these arrests 
were dropped, but university administra-
tors remained on edge. In addition to the 
fallout generated by arresting activists, 
many campuses experienced weekslong 
encampments and extensive property 
damage. But other universities and col-
leges also experienced protests, demon-
strations, and free expression events 
that—while they undoubtedly caused dis-
turbances—did not result in arrests. 

Some of their success in these situa-
tions was because they had the experi-

ences of other universities to reflect on. 
Much like the golfer who is second to 
putt, these administrators got to see the 
effectiveness or ineffectiveness of the line 
chosen by the previous institution’s ad-
ministrators. But some of these institu-
tions’ officials simply choose a different 
path, which could be instructive to other 
administrators as they work to ensure the 
security of their communities. 

One such organization is Saint Louis 
University (SLU) in St. Louis, Missouri. 
This story of SLU’s journey through the 
spring semester of the 2023–2024 aca-
demic year provides an example of how 
collaboration and partnership can effec-
tively limit long lasting effects of protests 
gone wrong. 

The Clock Tower 
Accords 

SLU has a history of unique responses to 
community free expression. Established 
in 1818, the Jesuit, Midwestern university 
touts that the concept of social justice is 
at the very core of its values. It encourages 
its students to stand up for those in need 
while respecting the ideas of others. 

The challenges of this stance came to light 
in October 2014 after a police officer killed 
Black teenager Michael Brown in nearby 
Ferguson, Missouri. Tensions were further 
exacerbated by the shooting of Vonderrit 
Myers, Jr., the son of a SLU employee, by 
a police officer working as private securi-
ty shortly after. More than 1,500 people, in-
cluding students, faculty, and staff, partici-
pated in a protest march that ended at SLU’s 
clock tower, a focal point on the campus.  

While most of those involved partici-
pated in a general protest activity, some 
began to set up an encampment, which 
the university’s administration allowed 
to stay. As expected, there was tremen-
dous pressure to physically remove the 
individuals involved. Safety, security, and 
hygiene concerns were all expressed, but 
the people participating in the encamp-
ment were peaceful. Instead of having 
them physically removed, the adminis-
tration actively engaged in daily conver-
sations to gain a better understanding of 
what the protestors wanted. The result 
was what has become known as the Clock 
Tower Accords, a signed commitment by 

the university to inclusion and social jus-
tice. The 13-point accords concluded six 
days of peaceful occupation at the cam-
pus clock tower. This course of action also 
set the tone for future protests. 

Fast-forwarding 10 years to the pro-Gaza/
Palestinian protests of 2023–2024, SLU 
was no different than other institutions in 
that it had to maneuver through accusa-
tions of anti-Semitism and Islamophobia, 
pressure from the community to stop all 
protests, and a push to allow unlimited 
free expression. Social and political chal-
lenges existed as well; students, faculty, 
staff, and alumni tended to strongly sup-
port one side or the other in the conflict, 
causing significant stress on attempts to 
come together to discuss issues. 

It was not lost on the university communi-
ty that safety and security had to be a prima-
ry focus as they maneuvered through these 

Demonstrators listen to speakers during 

a rally on the campus of Saint Louis 

University on 13 October 2014 in St. 

Louis, Missouri.
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challenges. SLU administrators reached 
back to the responses to the clock tower en-
campment and rapidly engaged in collab-
orative efforts—not to stop the protests but 
to enable free expression while ensuring the 
operations of the university were hindered 
as little as possible. 

A Proactive 
Protest Plan 

Upon receiving word of an initial protest 
early in November 2023, SLU administra-
tors mobilized a small team of profession-
als to respond. The team, composed most-
ly of public safety staff supplemented by 
student affairs, marketing, and commu-
nications personnel, provided guidance 
to the participants and monitored the 
protest. It was apparent early on that this 

would be a recuring event in the coming 
months, signaling the need for a more ro-
bust and formal response team. 

A larger group of staff and faculty mem-
bers was immediately brought together. 
The mission of this group—which includ-
ed public safety leadership alongside par-
ticipants from emergency preparedness, 
campus operations, university counsel, 
marketing and communications, and stu-
dent affairs staff—was to identify, plan for, 
and implement pre-intervention, event re-
sponse, and post-intervention processes. 
From a security standpoint, the intent was 
to expand beyond a traditional stance of 
response-only and engage with known 
participants to proactively diminish the 
impact on campus operations. 

Observers attending the first protest 
were able to identify participating stu-
dents and community leaders. This gave 

the pre-event intervention team the abil-
ity to initiate conversations that clarified 
university processes and expectations, 
assessed the cohesiveness of the protes-
tors, and—possibly most importantly—
built trust by actively listening to what 
the protestors wanted. This was the first 
and most significant success in SLU’s se-
mester-long journey. These students be-
came willing to give university officials 
notification of upcoming protest events, 
making it possible to take necessary steps 
to protect campus operations. 

Post-event teams mirrored pre-inter-
vention activities by actively engaging 
with protest participants, talking through 
incidents and challenges that may have 
occurred during the event, explaining 
why certain actions were taken, and of-
fering additional support. This was espe-
cially effective because it signaled to pro-
testors that although efforts were made 
to curtail their impact on campus opera-
tions, the university was willing to listen 
and, where possible, take action centered 
on the activists’ goals. 

SLU’s public safety department func-
tioned as the response team, staffing the 
events with senior leadership, up to 20 field 
officers, and an emergency preparedness 
team working out of an emergency oper-
ations center (EOC). Student affairs and 
communication staff supplemented the of-
ficers assigned to work the protest, but pub-
lic safety leadership took the lead. Though 
SLU’s public safety department is armed, 
it is not a sworn police department, which 
somewhat limits actions it can take. 

For example, department officers could 
take someone into custody but could not 
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directly cite the individual for any munici-
pal code violations. Due to successful pre- 
and post-event collaboration, law enforce-
ment presence was not requested for most 
of the protests on SLU’s campus. 

Public safety personnel accompanied 
by student engagement personnel met 
with the protest leaders at every protest, 
advising them that violence, calls for vi-
olence (including property damage), and 
threats of any kind would not be tolerat-
ed. Protesters were also advised that if 
they needed assistance, such as first aid 
or breaking up fights, it would be given. 

Behind the scenes, several buildings 
were locked, and public safety person-
nel were posted there to assist those who 
genuinely needed access. The buildings 
locked were selected due to potentially 
high impact to campus academic opera-
tions and to protect university VIPs. 

Many protestors were very angry that 
they had been denied access to those 
spaces. They felt that—as paying stu-
dents—they should have the right to ac-
cess any building they wanted, anytime 
they wanted, for any activity they chose. 
On this point university officials stood 
their ground, clarifying that while they 
were committed to free expression, they 
would also take steps to limit the over-
all impact on campus operations and 
the activities of those not participating 
in the protest. The practice was repeated 
in subsequent events, and protesters sig-
nificantly limited their attempts to occu-
py space inside buildings. 

Changing Tactics 
for Escalating 

Tensions  
SLU’s approach to free speech and pro-
test events proved to be very successful 
throughout the semester. However, St. 
Louis area protestors shifted their col-
lege campus approach on 27 April 2024 
significantly, raising the angst of uni-
versity leadership once again. On that 
day, protestors made several attempts 
to set up an encampment at the nearby 
Washington University, resulting in more 
than 80 arrests. 

Protest organizations began to call for 
similar actions on SLU’s campus, and 
eventually a protest was planned for 1 
May 2024. What complicated the matter 
further was the active participation of lo-
cal government officials in the protests. 
These officials were associated with SLU 
in one way or another, intensifying the 
pressure on planning teams by adding 
political pressures. This was to be a true 
test of what many considered SLU’s un-
conventional approach to these types 
of events. 

SLU’s protest team had a short peri-
od to plan for this event and relied on its 
previous successes as the anchor for the 
university’s response strategy. The team 
could not ignore the fact that there could 
be attempts to set up an encampment or 
take over a building. Being less than three 
weeks from commencement when the 
campus would be visited by thousands of 
family members and friends, the pressure 
on university leadership was immense, 
but the university stood by its commit-
ment to collaboration. 

University leadership met with gov-
ernment officials who would be partici-
pating and discussed potential actions. 
Public safety staff engaged with local 
and federal law enforcement to obtain 
as much intelligence as possible and to 
coordinate response. Pre-event interven-
tion teams reached out to their contacts 
to gather information and offer alterna-
tives to protesting students. All informa-
tion was shared internally and resulted 
in the university staying the course with 
its approach to protests—with one dis-
tinct difference. 

Unlike other protests on SLU’s campus 
where SLU students took the lead, there 
was the potential that this one would be 
led by non-students. All coordination 
was being made with student groups, but 
there was a question as to whether they 
could retain control of the event. SLU of-
ficials were confident that student activ-
ists’ leadership limited the potential for 
significant property damage, attempts 
to occupy buildings, or create encamp-
ments. If an external group took control, 
there was great concern about proper-
ty damage and an attempt to set up an 
encampment—as had been the case at 
Washington University a few days earlier. 

A second factor that SLU’s protest 
team took advantage of was the fact 
that students were genuinely concerned 
about being arrested. To address both 
these factors, the team coordinated far 
more extensively than usual with the St. 
Louis Metropolitan Police Department 
(SLMPD). 

Overall, SLU stuck to its tradition of al-
lowing and supporting free expression. 
Many faculty and staff marched to show 
support for their students and back them 
up if others attempted to take over the 
protest. Public safety officers conducted 
themselves in the same manner protes-
tors had become used to. 

Unlike in previous protests, though, 
university leadership maintained a pres-
ence in the EOC to be able to make deci-
sions and give direction quickly. SLMPD 
leadership posted with SLU’s public 
safety leadership, and traffic control 
units from the police department qui-
etly positioned themselves at strategic 
locations in case protesters attempted 
to block the main city street running 
through campus. A contingent of city 
police officers was placed on standby to 
respond only if needed. Police personnel 
were not visible to any of the protestors. 
The intent of their presence was not to 
intimidate but to be strategically posi-
tioned to respond quickly if SLU officials 
requested it. 

The second change was the distribution 
of public statements from SLU and St. Lou-
is city leaders about the planned protest. 

SLU President Fred Pestello, PhD, sent 
a letter to the SLU community committing 
to allowing a peaceful protest on campus. 
In this letter, he explained: 

Mass Protests | By Melinda Heikkinen

The team could 
not ignore the 
fact that there 
could be attempts 
to set up an 
encampment 
or take over a 
building.
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“I write today to share—and empha-
size the need for—a sense of calm and a 
commitment to our Jesuit mission and 
values. As we did in October 2014, we 
intend to meet peace with peace, per-
mitting our students to engage in advo-
cacy while ensuring that the work of the 
institution continues.” 

Pestello continued by reinforcing the 
expectation of conduct of those partici-
pating in the protest. 

St. Louis Mayor Tishaura Jones also is-
sued a statement addressing the planned 
protest and defining SLMPD’s role in any 
response. She reinforced that the SLMPD 
would only be used if university officials 
requested the department, and she com-
mitted to the community that force would 
not be used on non-violent protestors. 

Put to the Test 
On 1 May 2024, just before 6:00 p.m., hun-
dreds of protestors began to gather at 

the clock tower. The protest that ensued 
lasted several hours. Protestors marched 
around campus. They then moved to 
Grand Avenue—a main city thoroughfare 
that runs through SLU’s campus—and 
blocked it. Because of all the pre-coordi-
nation, SLMPD traffic enforcement was 
able to quickly divert traffic around the 
group, resulting in little inconvenience 
to commuters. 

For approximately an hour, the protes-
tors chanted, shared stories, and called for 
action. A small group of counter-protesters 
stood nearby silently, holding Israeli flags. 
SLU’s public safety department monitored 
all activity, ready to intervene if necessary. 
After the last speaker, a hush came over 
the crowd, and many of the protesters 
lined up to pray. After prayers, the pro-
testors stood, gathered their things, and 
marched back to the clock tower where 
they peacefully dispersed. 

Saint Louis University’s consistent ap-
proach to protests and free expression 

demonstrations proved to be effective 
for multiple events that occurred over a 
seven-month period. While this is not the 
only approach organizational leadership 
can take when addressing protests and 
demonstrations on or near their facilities, 
SLU has a long history of community en-
gagement and the resources to implement 
it. Individual organizations faced with 
this type of activity must take action that 
is appropriate for their specific circum-
stances. But SLU’s approach shows that, 
when possible, collaboration with both 
internal and external parties can have a 
positive effect on the ultimate outcome of 
these types of events. 

Melinda Heikkinen is the associate vice 
president/chief for public safety and 
parking and cards services at Saint Louis 
University. She served as the senior pub-
lic safety offi cial leading protest response 
on the university’s campus during the 
2023–2024 academic year.
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By Boudewijn Pesch, Vice Pres-
ident of Japan and Asia-Pacifi c 
Channel Sales at Verkada

For decades, physical security for 
businesses was largely defi ned by 
hardware – analog cameras, Digital 
Video Recorders (DVRs), and incre-
mental improvements in resolution, 
compression, and low-light perfor-
mance. Innovation moved gradually 
and was siloed across distinct sub-
systems such as video surveillance, 
access control, communications, 
and intrusion detection. But the 
industry is now in the midst of a far 
more profound transformation.

Over the past fi ve years, several 
concurrent technological shifts 
have fundamentally changed how 
security solutions are deployed 
and used within the modern enter-
prise. The transition from analog 
to Internet Protocol (IP) video may 
have marked the beginning, but 
the next wave – driven by cloud, 

artifi cial intelligence (AI), and 
data convergence – is reshap-
ing the industry’s foundation.

Shift #1: From On-Premises to 
Cloud-Native

The fi rst and most visible transfor-
mation is the widespread adoption 
of the cloud. Just as enterprises 
have moved their core applications 
– customer relationship man-
agement (CRM) tools, enterprise 
resource planning (ERP) software, 
communications, and analytics – to 
cloud platforms, they are now de-
manding the same from their physi-
cal security systems. The exponen-
tial growth of data centers globally 
stands as a testament to this shift. 
Cloud architecture delivers more 
than scalability and uptime – it 
provides centralized management, 
easier updates, remote accessi-
bility, and signifi cantly enhanced 
resilience. Security is no longer tied 
to a physical server room; it lives in 

the same digital fabric as the rest of 
the enterprise.

Shift #2: From Intelligent Auto-
mation to Artifi cial Intelligence

The industry has long used basic 
forms of intelligent automation – 
motion detection, line crossing, or 
object classifi cation. But today, AI 
is redefi ning the very outcome of 
what security systems can deliver. 
At the heart of this transformation 
are Vision Language Models (VLMs) 
– advanced AI systems that can in-
terpret video footage through natural 
language. Deployed across hybrid 
cloud architectures, VLMs empower 
users to run forensic and real-time 
investigations using freeform que-
ries like “person in a red jacket near 

Advertisement

The Changing Landscape 
of the Physical Security 
Industry

With Verkada AI-Powered Search, users can search for specifi c footage with natural language like “White Tesla Model Y with tinted 
windows,” to quickly fi nd relevant clips in minutes.

Boudewijn Pesch, Vice President, Japan 
and Asia-Pacifi c Channel Sales at Verkada.



the loading dock yesterday.” These 
models scan millions of video frames 
to identify visual matches and deliver 
actionable insights in seconds.

When integrated with access 
control logs, building telemetry, 
and other systems, VLMs enable 
a unifi ed situational awareness 
layer – transforming security from 
a reactive measure into a proactive 
source of business intelligence.

Shift #3: The Democratization of 
Security

The sheer number and variety of 
devices – cameras, sensors, alarms, 
and readers – have made tradition-
al system management costly and 
complex. Modern enterprises no 
longer tolerate siloed, high-mainte-
nance infrastructure. They demand 
simplicity, scalability, and insights 
at the edge. This demand is driving 
what I call the “democratization of 
security,” making intelligent, enter-
prise-grade security accessible and 
manageable across departments 
and geographies. It’s not just about 
better tools – it’s about empowering 
every stakeholder, from security 
operators to IT administrators, and 
employees, with real-time visibility 
and control.

Shift #4: From Cost Center to 
Value Creator

With this democratization comes 
an infl ection point: the integration 
of physical security with broader 
enterprise IT systems. When securi-
ty data feeds into operational dash-
boards, HR systems, point of sales 
platforms or workplace analytics, it 
becomes a business asset – not just 
a safeguard. As a result, security 
transitions from a pure cost center to 
a strategic function that can reduce 
costs, optimize workfl ows, and in 
some cases, even drive new reve-
nue streams. Think of examples like 
integrating with POS platforms to 
detect fraud, using occupancy trends 

to optimize building management 
systems, or combining video data 
with CRM logs to analyze visitor 
engagement and space utilization.

A Call for Responsible Innovation

Of course, with great capability 
comes great responsibility. The 
ability to analyze and match individ-
uals or vehicles with high accuracy 
using AI raises critical issues of 
privacy and ethical governance. To 
safeguard trust, the industry must 

establish structured controls – ac-
cess management, audit trails, 
query moderation, and transparent 
data policies. Responsible use is 
not optional – it is foundational.

What This Means for Partners

For integrators, this transformation 
presents a powerful opportunity. As 
security shifts from standalone sys-
tems to intelligent, cloud-connected 
platforms, those who evolve from 
installers to trusted advisors will 
unlock long-term value. The win-
ners will be those who build deep 
customer relationships, deliver inte-
grated outcomes, and guide clients 
through digital transformation.

Manufacturers with a strong focus on 
enablement, education, and scalable 
platforms are empowering partners 
to succeed in this new era. Through 
advanced training, certifi cations, and 
support for advanced services, the 
right partners can grow beyond the 
traditional project model and tap into 
recurring revenue streams.

By aligning with vendors who pri-
oritize long-term customer success 
and reward loyalty, integrators can 
scale their impact – delivering not 
just systems, but business out-
comes, and being recognized for 
the trust and value they bring to 
every engagement.

The winners in this next chapter of 
physical security will be those who 
embrace the transformations in the 
industry including cloud-native and 
AI-powered solutions. And those 

who champion ethical innovation 
and simplicity.

Because the future of security is not 
only about who builds the best cam-
era – it’s about who turns complexi-
ty into clarity, and risk into insight.

See How Verkada is Shaping the 
Future of Physical Security
Visit Booth #3113 at GSX for a live 
look at our newest AI-powered inno-
vations that make it easier to keep 
people and places safe.

“Th e future of security is not only 
about who builds the best camera – it’s 
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ASIS News

Each ASIS standard is designed to pro-
vide detailed guidance for security prac-
titioners across the industry on how to 
conduct aspects of security programs in 
accordance with industry best practices. 

The revised Investigations Standard
provides a framework for the investi-
gations process, from establishing a 
program to conducting individual in-
vestigations. It outlines the necessary 
principles, processes, and best practic-
es to ensure that investigations are con-
ducted impartially, objectively, and in 
compliance with applicable legal and 
ethical guidelines. 

The new School Security Standard pro-
vides a comprehensive framework for a 
school security program that includes 
physical security, behavioral threat as-
sessment and management, and emer-
gency operations planning. It addresses 
assessing risk and developing protective 

strategies for applying security measures 
necessary to support and promote safe 
K-12 educational environments. 

The new Executive Protection Standard
provides a framework for determining 
the need for an executive protection (EP) 
program, as well as how to develop, im-
plement, operate, and maintain an effec-
tive EP program. It provides guidance for 
the assessment of threats, vulnerabilities, 
and risks to the protectee; the identifica-
tion and justification of protective services; 
and delivery of support based on industry 
accepted risk management principles. 

Learn more about these and the many 
other high-quality standards and guide-
lines ASIS has developed at asisonline.
org/standards-guidelines/. 

ASIS standards and guidelines are 
available to members as free eBooks 
and at a 50 percent discount for soft-
cover editions. 

The ASIS Awards 
of Excellence 
ASIS International is committed to hon-
oring outstanding achievements and 
nurturing the next generation of leaders 
through the ASIS International Awards 
of Excellence. Congratulations to all our 
2025 winners!  

President’s Award of Merit 

• Jeffrey A. Slotnick, CPP, PSP 
• Ralph “RC” Miles, CPP 
• Timothy M. McCreight, CPP 

Don Walker Memorial CSO Center 

Security Executive Award 

Allen J. Innis, CPP  

E.J. Criscuoli, Jr., CPP, Memorial 

Volunteer Leadership Award 

John Richards, CPP, PCI, PSP  

NextGen of the Year Award 

Jonathan Perillo, CPP, PCI, PSP, CISSP  

PCB Outstanding Achievement Award 

Meshal Ayed Aljohani, CPP, PCI, PSP  

Ralph Day Memorial Security Officer 

Heroism Award 

Jonathan C. Langley  

Roy N. Bordes, CPP, Memorial 

Community Leadership Award 

Coleman L. Wolf, CPP, CISSP 

Women in Security Global Community 

Karen Marquez Honors 

Elizabeth Moslander, CPP, CBCP  

Distinguished Service Award 

• Meshal Ayed Aljohani, CPP, PCI, PSP   
• Per Lundkvist, CPP, PCI, PSP  

I.B. Hale Chapter of the Year Award 

• Doha, Qatar 
• Jamaica 
• Kuala Lumpur, Malaysia 
• Mexico City 
• San Francisco Bay Area 
• Venezuela 

Outstanding New/Revitalized 

Chapter Award  

Spain 

The year 2025 has been an exceptional one for ASIS Inter-
national standards, with the association releasing three 
new standards: Investigations, School Security, and Exec-
utive Protection. 

Three New ASIS 
Standards in 2025 
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ASIS News

Community of the Year Award 

Enterprise Security Risk Management 
(ESRM) Community 

ASIS Foundation 
Virtual Fitness 
Challenge Success 
The ASIS Foundation 2025 Fitness Chal-
lenge recently concluded after an excel-
lent run, bike, and swim. The campaign 
raised more than 150 percent of the dona-
tion goal thanks to the generosity of ASIS 
members and security industry support-
ers from around the world. 

With these charitable contributions, 
the ASIS Foundation will be able to con-
tinue its mission to serve the security 
industry through scholarships and re-
search. The foun-
dation gives out 
more than 100 
grants and schol-
arships each year 
to support con-
tinuing growth 
and education for 
security industry 
across the globe. It also supports indus-
try research on contemporary threats, 
best practices, and regulations. 

Thank you to our Fitness Challenge 
sponsors: Arslan SRS, Black Mountain 
Solutions, Lady Askari, Lares Risk Man-
agement, Ledlow Security Group, SAGE 
Integration, SGT-Risk Management, 
stapp one, and Thermal Radar. 

Introducing: Operation 
Career Change 
ASIS has worked with veterans and re-
tired law enforcement from seven nations 
to develop to develop free resources that 
can transition a career of service into pri-
vate security career success. Operation 
Career Change includes career maps for 
specific military and law enforcement 
positions and ranks to show how skills 
learned during service align with civilian 
security roles. 

Guidance is currently available for U.S. 
Army, Air Force, and Navy veterans, as 
well as U.S. federal law enforcement and 

U.S. metropolitan law enforcement. Guid-
ance is coming soon for U.S. Coast Guard 
and Marine Corps veterans. 

This framework serves as a foundation-
al template that can be adapted and im-
plemented worldwide, enabling global 
expansion of veteran and law enforce-
ment career support programs.

Learn more at asisonline.org/pro-
fessional-development/operation-
career-change. 

Get Involved with 
Your Community 
The ASIS annual Call for Volunteers is 
open now through 15 October. 

Volunteering with ASIS is a great way to 
grow your professional network, develop 
leadership skills, and contribute mean-
ingfully to the profession. If you are pas-
sionate about what you do, we invite you 
to help ignite that passion in others. 

Whether you are new to the industry or 
have been a security management profes-
sional for decades, we have opportunities 
for you to give back and make a difference. 

Learn how you can get involved with 
ASIS at asisonline.org/volunteer. 

70 Years in Security 
ASIS International is excited to cele-
brate 70 years as an association. In Feb-
ruary 1955 the very first ASIS Board took 
office, and since then the organization 
has grown to more than 34,000 members 
across more than 150 countries. Through 
the diligent work of our members and vol-
unteers, ASIS has been able to produce 
industry-leading standards, create four 
certification programs for professionals at 
every career stage, and constantly gener-
ate educational content like webinars and 
certificate courses. 

In that very first year, ASIS also hosted 
its first Annual Seminar, later renamed 
Global Security Exchange (GSX). That 
makes 2025 the 70th anniversary of GSX, 
too! Every attendee, speaker, and exhibitor 
from the past seven decades has contrib-
uted to the great event that GSX is today. 

Thank you to all the security practitioners 
who have made the last 70 years possible—
we could not have done it without you! Here 
is to the next 70 years of excellence. 
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The SEC sued SolarWinds in October 2023, 
claiming it misled investors about the risks 
in its systems that left it vulnerable to cy-
berattacks—including the 2020 SUNBURST 
breach. In that incident, Russia-linked hack-
ers infiltrated SolarWinds’s systems to ulti-
mately penetrate clients’ networks.

In July 2024, a U.S. federal judge dis-
missed most of the SEC lawsuit against 
SolarWinds. Nearly a year later, the SEC, 
SolarWinds, and its CISO—Timothy 
Brown—asked a U.S. federal judge to stay 
further court proceedings while the par-
ties finalize and approve a settlement.

The parties will file settlement paper-
work or provide a status update by 12 Sep-
tember, according to a letter sent to Judge 
Paul Engelmayer, who is overseeing the 
case. (SEC v. SolarWinds Corp., et al., U.S. 
District Court for the Southern District of 
New York, No. 23-cv-09518-PAE, 2025)

United States 
Discrimination. To settle a lawsuit filed 
by Students Against Antisemitism, Har-
vard University agreed to adopt a broader 

definition of anti-Semitism when dealing 
with discipline cases and its nondiscrim-
ination policies. The amended definition 
now aligns with that of the International 
Holocaust Remembrance Alliance. 

The school also agreed to hire an admin-
istrator to advise on all complaints pertain-
ing to anti-Semitism, prepare a public an-
nual report that details Harvard’s response 
to discrimination or harassment, host an 
annual symposium focused on anti-Semi-
tism at American universities, and provide 
training to students and staff on recogniz-
ing and combatting anti-Semitism. (Alex-
ander Kestenbaum and Students Against 
Antisemitism, Inc., v. President and Fellows 
of Harvard College, U.S. District Court for 
the District of Massachusetts, No. 24-cv-
10092-RGS, 2025) 

Harvard entered into a separate con-
fidential settlement agreement with the 
Louis D. Brandeis Center for Human 
Rights Law and the center’s Jewish Ameri-
cans for Fairness in Education. The settle-
ment was similar to the one with Students 
Against Antisemitism in that the universi-

ty agreed to use the broader definition of 
anti-Semitism in the school’s nondiscrim-
ination policies and will hire a consultant 
to assist with anti-Semitism complaints.

These settlements are separate from the 
ongoing legal battle that Harvard is en-
gaged in with the Trump administration 
over alleged civil rights violations.

Targeted violence. A New York jury found 
a New Jersey man guilty of attempted mur-
der in the stabbing of noted author Sal-
man Rushdie in 2022. 

On 12 August 2022, Hadi Matar at-
tacked Rushdie while he was speaking 
at an event in Chautauqua, New York. 
Matar stabbed Rushdie several times 
across his body, including in one of his 
eyes. Grievously wounded, Rushdie was 
hospitalized and ultimately lost the use 
of one of his hands due to severed nerves, 
as well as losing sight in his right eye.   

The jury also found Matar guilty of as-
saulting Henry Reese, who had been mod-
erating the discussion with Rushdie at the 
Chautauqua Institution event and tried to 
stop the attack. Earlier in the court pro-
ceedings, Matar, who was arrested by law 
enforcement present at the August event, 
pled not guilty to the charges. 

In May 2025, a judge for Chautauqua 
County sentenced Matar to the maximum 
prison sentence for a second-degree at-
tempted murder charge—25 years. The 
judge also sentenced Matar to a concur-
rent seven years in prison for injuring 
Reese. (People of New York v. Hadi Matar, 
Chautauqua County Court, 2025) 

Matar is also facing federal charges of 
terrorism because of the attack. 

Legislation 
Australia 
Weapons. A temporary ban was placed in 
Victoria prohibiting the sale of machetes 
throughout the state ahead of its planned 
changes to the Control of Weapons Act.  

The ban became effective in late May af-
ter a fight at a shopping center broke out 
between two rival gangs that involved ma-
chetes. The ban defines machetes broadly as 
large-bladed cutting knives, although kitch-
en knives are exempt from the ban.  

The ban is expected to be lifted with 
the enactment of the amended Control of 
Weapons Act in September 2025, at which 

Judicial 
Decisions
Judicial 
Decisions

Legal Report | By Sara Mosqueda

Cybersecurity. The U.S. Securities and Exchange Commis-
sion (SEC) reached a settlement agreement in principle 
with SolarWinds Corp and its chief information security 
offi  cer (CISO), which would end litigation concerning a 
massive cyberattack.
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Legal Report | By Sara Mosqueda

point the ban will be replaced with the 
new law that will altogether outlaw the 
sale or possession of machetes.  

Through an amnesty program, any-
one in possession of a machete has three 
months from the law’s enactment to sur-
render the weapon in designated boxes at 
police stations.  

Hungary 
Mass gatherings. The Hungarian gov-
ernment can now ban public events 
hosted by LGBTQ+ communities, such 
as Pride parades.  

Lawmakers claim that the law, which 
was approved by the Hungarian Parlia-
ment along party lines (140 for, 21 against), 
is helping protect children’s rights to mor-
al, physical, and spiritual development. In 
recent years, the current government cam-
paigned against LGBTQ+ communities, 
claiming that its policies concerning the 
protection of minors are necessary to guard 
against what it calls woke ideology.  

Critics of the law see it as not only a way to 
curb the rights of those within the LGBTQ+ 
community, but also as another move that 
brings the government closer to authoritar-
ianism. The law also empowers authorities 
to use facial recognition tools to identify any-
one that attends banned events.  

A separate aspect of the amended law 
is the government’s ability to temporar-
ily suspend citizenship of any Hungari-
an dual national if authorities determine 
the individual is a threat to the public or 
national security. The suspension could 
last for up to 10 years if the person is de-
termined to present such a threat.  

Prime Minister Viktor Orbán’s govern-
ment has previously taken steps to guard 
itself from alleged foreign entities that 
present a threat. Orbán has continued to 
target his critics, including media outlets,  
civil rights activists, and anti-corruption 
groups, which the prime minister claims 
have received financial support from in-
ternational donors.  

U.S. States 
Gun violence. Illinois will now require the 
removal of firearms from people accused 
of committing domestic violence if the 
victim is granted an order of protection 
against his or her abuser. 

Under Karina’s Law (HB 4144), law en-
forcement must promptly remove guns, 

firearm parts, and firearm identification 
and licenses from someone who has a 
restraining order against him or her, 
because that person’s Firearm Owner’s 
Identification card would be revoked 
by the order. Once a judge has issued a 
search warrant for the person’s home, 
law enforcement must search for and re-
move these items within 96 hours. 

Prior to the law, there was a loophole in 
confiscating firearms from an alleged 
abuser because it was unclear who was 
responsible for the removal of the weap-
ons and their accessories. 

Illinois Governor JB Pritzker enacted the 
law on 10 February. It was named for Kar-
ina Gonzalez, who was given an order of 
protection against her husband weeks be-
fore he shot her, their daughter, and their 
son. Only the son survived and has since 
lobbied for the passage of the law. 

Regulations 
Ireland 
Data privacy. The EU’s Data Protection 
Commission (DPC) announced a final 
decision on an investigation into TikTok, 
fining the video and social media com-
pany €530 million ($597.7 million) for the 
transfer of EU users’ data to China.  

After a four-year investigation, the 
commission determined at the begin-
ning of May that TikTok had breached 
EU data privacy rules under the General 
Data Protection Regulation (GDPR) and 
placed users at risk of surveillance.  

The DPC found that the company failed 
to properly inform users about which na-
tions, including China, that personal 
data was transferred to. “TikTok’s per-
sonal data transfers to China infringed 
the GDPR because TikTok failed to veri-
fy, guarantee, and demonstrate that the 
personal data of [EU] users, remotely ac-
cessed by staff in China, was afforded a 
level of protection essentially equivalent 
to that guaranteed within the EU,” said 
DPC Deputy Commissioner Graham Doyle 
in a statement. 

Along with the monetary fine, the DPC 
ordered the company to comply with 
GDPR rules within six months.  

South Korea 
Aviation safety. The Ministry of Land, 
Infrastructure, and Transport ordered 

 International
Regulations

Switzerland 
Critical infrastructure. The Swiss 

National Cyber Security Centre 

(NCSC) enacted a new regulation 

ordering critical infrastructure oper-

ators to report cyberattacks within 

24 hours of discovery.  

As of 1 April 2025, owners 

and operators must report any 

cyberattacks that “endanger the 

functionality of the affected critical 

infrastructure, has led to manipula-

tion or leakage of information, or is 

associated with blackmail, threats, 

or coercion,” according to the NCSC.  

The new mandate, which amend-

ed the nation’s Information Security 

Act, affects owners and operators in 

sectors like drinking-water sup-

pliers, energy, fi nance, healthcare, 

telecommunications, and trans-

portation. If an entity discovers a 

cyberattack, it can fi le a report on 

the NCSC’s Cyber Security Hub or 

via email using a form on the NCSC 

website. 

If owners or operators can only 

provide incomplete information 

about the attack in the initial report 

submitted, they have 14 days to 

complete the report. 

Those who fail to report a cyber-

attack can be fi ned. The Federal 

Council will implement legislation 

regarding the fi nes on 1 October, 

giving organizations six months to 

prepare and familiarize themselves 

with the reporting obligations be-

fore fi nes can be levied.  
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that all 15 airports in South Korea install 
bird detection cameras and thermal imag-
ing radars.  

The additional technology should help in 
spotting birds so pilots can avoid collisions.  

The new rule was issued after an inves-
tigation into the deadliest plane crash 
recorded on South Korean soil. Investiga-
tors of the December 2024 Jeju Air Flight 
7C3316 crash at Muan International Air-
port found feathers and blood stains 
on the plane’s engines, indicating bird 
strikes played a role in the crash that re-
sulted in 179 deaths.  

U.S. States 
Cybersecurity. New York state will sub-
ject water and wastewater utilities to 
stricter cybersecurity standards. 

The new regulations require water and 
wastewater providers in the state with 
more than 3,300 customers to obey cy-
bersecurity measures. These include 
performing an annual cybersecurity vul-
nerability analysis, creating and imple-
menting formal cybersecurity programs 
and incident response plans, training 
staff on cybersecurity hygiene, and ad-
hering to new incident reporting require-
ments. Additionally, regulated entities 
will be required to develop and maintain 
response and recovery plans to support 
continuity of operations in the event of 
cyberattacks.

For larger utilities—ones with more 
than 50,000 customers—there will be an 
additional requirement of designating an 
employee responsible for managing a cy-

bersecurity program, as well as monitor-
ing and recording network activity.

Members of the state’s environmental 
conservation, health, and public service de-
partments developed the regulations. Utility 
providers will also have access to a newly 
created $2.5 million grant program to assist 
with the costs of the regulations.

“Cyberattacks on critical infrastructure 
can have devastating impacts on commu-
nities, and we must act now to defend our 
water and wastewater systems with the 
same urgency and rigor we bring to other 
critical sectors,” said New York Governor 
Kathy Hochul in a press release. “These new 
regulations and grant programs reflect our 
commitment to protecting public health 
and safety while helping under-resourced 
entities modernize for a digital age.”  
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Partnerships

Retail Surveillance 
The Mall of America announced it is 
expanding its partnership with Axis 
Communications by implementing 
car-counting video analytics.

Public Safety 
ProLogic ITS announced a partnership 
with Signal 8. Together they will highlight 
Signal 8’s soft ware platform, Smart Squad, 
which off ers tools that can improve offi  cer 
safety and operational effi  ciency.

Safer Roads 
Verra Mobility Corporation, which pro-
vides smart mobility technology solu-
tions, announced a partnership with 
California’s Oakland City Council. 

Honeywell   Li-ion Tamer

Honeywell’s acquisition of Li-ion Tamer 

deepens the company’s portfolio of fi re and 

life safety technologies.

Triton  Bosch

Triton purchased Bosch’s security and com-

munications technology product business, 

which includes video systems, access control, 

and intrusion alarm systems. 

Allegion plc     Summit Partners

Through one of its subsidiaries, Allegion 

acquired ELATEC, including Elatec GmbH 

and other entities, from Summit Partners 

for €330 million ($383.7 million).

HID    Calmell Group

Identity solution provider HID announced 

the acquisition of Calmell Group, a Span-

ish manufacturer of smart cards, smart 

paper tickets, and magnetic tickets.

CLOSING SCHOOL EMERGENCY ALERT 
GAPS FOR FIRST RESPONDERS
Edge computing cameras manufacturer i-PRO Americas, Inc., 
announced a strategic partnership with NovoTrax, an end-to-
end life safety and mass notification company. The partnership 
will blend the companies’ respective strengths with the goal of 
eliminating long-standing integration gaps between video security 
and mass notification systems—gaps that can waste crucial time 
during emergency events. The partnership aims to provide first 
responders with immediate, actionable intelligence, including live 
video, real-time location data, and integrated communications, 
within seconds of an emergency alert being triggered. 

Photo courtesy of i-PRO Americas, Inc. 

Award
HID and ASSA ABLOY’s BG100 Speedgate won a 2025 Red Dot Award for 
product design in the interior design elements category. 

Contract
The U.S. Department of Defense’s Data Readiness for Artifi cial Intelligence 
Development awarded Agile Defense a two-year $35 million contract to ad-
vance data readiness in support of artifi cial intelligence operations.

Announcement
The Canadian government ordered Chinese surveillance camera manu-
facturer Hikvision to stop operating in Canada due to national security 
concerns. Hikvision challenged the order. 

MERGERS & 
MOVES
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Success Factors for 
Holistic Security  

Identity 
and culture.
Clear rationale for 
partnership

Leadership.
CSOs and CISOs 
working across silos

Incentives.
Clear motivation 
to collaborate

Clarity of roles.
Formally documented 
roles and responsibilities 

Professional 
development.
Cross-function learning 

Shared reporting.
Joint reporting to enhance 
problem-solving

Operational.
Joint working groups 
and shared personnel 

Governance.
Present a holistic 
picture of risk 

Infographic | Security Partnerships

Illustration by Security Management; iStockSource: The Clarity Factory 

What’s the top benefi t to collaboration between 
corporate/physical and cybersecurity?

What’s the biggest obstacle to CSOs running 
cross-security collaboration?  

Instead of Convergence, 
Prioritize Partnerships 
Only 15 percent of organizations have integrated their corporate 
and cybersecurity teams; for most, it’s not in the cards. Recent 
research from The Clarity Factory, Holistic Security: How physical 
and cyber security can join forces to strengthen operational resilience, 
recommends pursuing cross-organizational partnerships and 
resource-sharing through a holistic security model instead. Those 
partnerships can improve security outcomes, especially as risks are 
increasingly intertwined between physical and cyber teams. 

33% 13%33% 14%

Avoiding blind 
spots and silos

Unifi ed view of 
risk for the board

Corporate/physical and cybersecurity have different languages and cultures

  27%
  31%

Lack of clarity between security functions about their areas of accountability

  20%
  8%

Broader corporate culture does not incentivize collaboration
  27%

  2%

Pressure faced by cybersecurity professionals limits time for collaboration

  7%
  10%

Corporate/physical and cybersecurity are not within the same function

  7%
  18%

CSO and CISO report into different parts of the organization
  13%

  26%

Converged security functions Non-converged security functions

53% 34%

Better 
risk management



Liferaft cuts through online noise to identify and validate 

threats across the broadest range of mainstream and 

niche open source channels available online. We help 

companies protect people, assets, and businesses, 

making the world around us safer every day.

We’re here to help. 

Drop by Booth 519 to find out 
how Liferaft can support your 
security initiatives. 

liferaftlabs.com

Detect • Alert • Act • Prevent

Save critical time by automating the collection of:
•	 Social Media

•	 Deep web pages

•	 Darknet sources

Advanced filtering with:
•	 Customized search criteria

•	 Geofences, mapping assets, and safety scoring

•	 Curated intelligence feed

•	 POI insights

Your Threat 
Intelligence 
Partner.

Get to know Liferaft iQ

The best way to protect your 
people, assets, brand, and data 
is to know what's coming.

Liferaft iQ transforms the overwhelming into the 

actionable, by processing vast volumes of open-source 

intelligence and delivering high-context insights that 

support faster, more confident decisions.
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Today’s Smart Solutions. Dependably Made Under One Roof
Napco Security Technologies has been designing & manufacturing the security, fire, access  
control & locking systems, that businesses, schools, residential properties, institutions, and  
government have come to rely on for over 50 years. While times and technologies change,  
the commitment and adherence to the highest industry standards for quality, durability,  
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to just one thing: Keeping yours secure.
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