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As more risks become associated with VoIP,
companies that did not take security into
account before will need to start

By Leonard Klie

Level of Alert

recent CIO Index report found that 23 percent of companies currently use some
Voice over Internet Protocol (VoIP) services. Those numbers are expected to rise 

dramatically as more  corporate entities discover the cost savings and the increased
flexibility, efficiency, and mobility that the technology provides. But, as VoIP call vol-
umes increase, so too do security threats.

“Enterprise VoIP deployments will continue to ramp in 2007, and the frequency
and severity of VoIP-specific attacks will increase as well,” warns Mark Collier, chief
technology officer at SecureLogix Corp., an enterprise telephony management and
security company.

Collier and other network security experts warn that corporate VoIP networks are
subject to the same kinds of viruses, spyware, denial-of-service attacks, spam, and
phishing as traditional data networks. “While these attacks may not directly target
VoIP systems, they will disrupt operations because the underlying platforms are vul-
nerable to the attack,” Collier explains.

As VoIP technology grows and becomes more commonplace, “we will also start to
see more VoIP-specific attacks, particularly aimed at the enterprise,” he continues.
“There is more scrutiny of VoIP systems and attackers will find more issues that are
unique to VoIP and the systems that enable it. Attackers will also be developing more
tools to exploit these issues. Even now, there are plenty of tools out there, but you can
expect to see more tools and extensions to the tools currently available.”

Worse than that, the attacks are likely to be aimed at a specific organization or 
network, according to many security experts. Dan Blum, a senior vice president and
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works and a little bit of network knowl-
edge,” he says. 

Typically, anyone who knows the IP
address of a VoIP phone can tap into calls
made with it. Specific underground pro-
grams, called sniffers, are available as
well to intercept, analyze, and record
VoIP traffic. Or legitimate programs to
manage and monitor VoIP traffic for
internal security and quality assurance
can also be used for malevolent purposes.

Think it couldn’t happen to you? Don’t
be so sure, according to the experts.

Scanit estimates that as many as 70
percent of all VoIP calls could be subject
to attack by hackers. “Nearly three quar-
ters of the corporate deployments we
have audited have been exploitable from
the inside,” Gunasekera says.

Though most of the firms he’s audited
have been in the Middle East, the security
threats are not unique to that region. “The
technology remains the same throughout
the world,” he warns. “The only variable
would be the skill levels of the administra-
tors at each location and the attention
paid to deploying a secure VoIP setup.”

To date, few companies that have
deployed VoIP technology have done so
with the proper level of security in
place beforehand. Many network
administrators and IT professionals
have mistakenly assumed that VoIP is
just another plug-and-play application
to be added to an existing data net-
work, Gunasekera says,

ERF Wireless’ Burns also notes that
especially in the banking and financial
services sectors, demand is very high not
only for VoIP and high-speed Internet
connections, but also for digital image
sharing, video surveillance, video confer-
encing, and more. In many cases, the
banks and other institutions will have
many branches scattered over hundreds of
miles, and need to have them all con-
nected. “The problem in the past has been
how to properly secure a high-speed wire-
less network for these advanced digital
products in regulated industries,” he says.

“Primarily, the reason for [security
shortfalls] has been the fact that the
system integrator or implementer had
not paid much attention to the security
of the entire setup,” Gunasekera says.
“The most common reason in large
companies is because no one under-

stood how to secure the system. Staff
lacked adequate skills and understand-
ing of the security aspects of the imple-
mentation itself. They relied on the
vendor or system integrator to set the
whole system up.”

“They will roll out a solution quickly,
then realize afterwards that they’ve
walked into a security nightmare,” adds
Neel Mehta, team leader for IBM’s Inter-
net Security Systems (ISS) X-Force.
“They went on the thought that you can
run it just like a land line [telephone],
and you can’t.

“It’s easier to cause widespread net-
work disruption with VoIP than with
traditional phone networks,” he says,
primarily because tapping into a phone
conversation requires physical access to

the wiring, private branch exchanges,
and phones themselves, while VoIP usu-
ally runs over the open, much less
shielded Internet.

Who’s At Fault?
In some cases, the vendors themselves

may have unwittingly exposed some of
their clients to certain risks, Mehta says.
That’s because VoIP, like any other soft-
ware, may contain programming or cod-
ing flaws that hackers can exploit.

These flaws come about “because the
technology is still very new and rela-
tively untested. It has not gone through
the same rigorous testing that is common
with other technology types,” he says.

“Those implementation flaws will go
away as time goes on and the technology

research director at IT research firm Bur-
ton Group, for example, states that the IT
security threats today are “very sinis-
ter,” in which the majority of attacks are
not random but rather, are targeted and
intentional.

A single attack to a company’s VoIP
network could knock out phone service
for hours, or even days. Calls can be
monitored, intercepted, and recorded,
putting company trade secrets and confi-
dential client information at risk. Incom-
ing calls to a corporate call center can be
rerouted to an unauthorized external
location. Call centers and networks can
be flooded, causing them to crash. A
hacker can access the network and use it

to make unauthorized calls, register
rogue IP phones, or spoof the addresses
of authorized personnel within the net-
work to send VoIP spam or call on cus-
tomers to get them to divulge personal
information. 

This last threat, dubbed vishing (short
for VoIP phishing), is a concern that is
growing in leaps and bounds, especially
as more financial organizations replace
traditional telephone services with VoIP.
In fact, the Federal Deposit Insurance
Corp. warned early last year that, “if
improperly implemented, VoIP can pose
significant risks to financial institutions.”

“Credit card companies are especially
vulnerable. Phishing is always a problem,”

says John Burns, chief operating officer of
ERF Wireless, a company that specializes
in creating secure wireless broadband net-
works. Most of his clients are in the finan-
cial arena, where information security is
an especially urgent concern.

VoIP spam is another growing prob-
lem, and a lot harder to detect than email
spam, primarily because most VoIP tele-
phone systems lack filters. Email filters
can scan documents and attachments for
certain words or phrases and block them
before they are ever opened, but it’s
impossible to determine the contents of a
phone call before the conversation starts.

Any of these attacks can cost a company
dearly. Loss of credibility for the company,
corporate espionage and blackmail are just
a few of the risks a company faces when
running an unsecured VoIP setup.

And, none of these kinds of attacks are
hard to pull off, warns Sheran Gunasek-
era, an engineer with Belgian Internet
security firm Scanit. “You do not need to
be very highly skilled. You just need to
have a basic understanding of how VoIP
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When the Four Diamond Seaport Hotel in Boston began
installing in-room Web access portals, complete with

Voice over Internet Protocol (VoIP) capabilities, security
was a primary concern.

“It was critical. We would not have started it if we
couldn’t do it securely,”
says John Burke, vice
president of technology for
the Seaport Hotel and the
adjoining Seaport World
Trade Center, a conference
and convention facility.

The in-room offering,
provided by BlueNote Net-
works and AGN Networks,
is part of the hotel’s Seapor-
tal system. Seaportal pro-
vides guests with free,
direct-dialed local and

domestic long distance VoIP calls, but also allows them to
access the Web, send and receive email, view hotel and
local attraction information, watch movies, listen to music,
check travel information, and more. Users connect to the
system through a touch-screen computer, complete with
flat-panel monitor, wireless mouse, and keyboard.

For the hotel’s many business travelers, Seaportal is a
great benefit because it allows them to leave their laptops
at home. But, guests would not use the service if their
privacy could not be ensured, Burke notes.

To that end, the hotel outfitted the entire system with
triple-layer, 128-bit encryption and placed it behind multiple
firewalls that protect not only the voice network but also
the integrated back-office applications, such as guest
services and property management. “When a call leaves
Seaportal over the IP network, it is secure,” Burke says.

“We believe in protecting all of our guests’ information,
and we wanted to give them at least the same level of
service and security as they would get in a traditional PBX
network,” he adds. 

The Seaport Hotel was expecting to have Seaportal units
installed in 100 of its 426 guest rooms by mid-February.
Deployment throughout the entire hotel is expected to be
completed by the end of this year or early in 2008.  —L.K.

Staying Securely
Hotel VoIP installation has security covered

Concerns about the security of Voice over Internet Protocol (VoIP)
telephony solutions continue to persist among small and medium-sized

businesses (SMBs), research commissioned by the Computing Technology
Industry Association (CompTIA) reveals.

A survey of 350 businesses with fewer
than 500 employees each found that just half
of the businesses trust the security offered
today by IP telephony product and solution
vendors. That’s a slight improvement from a
year ago, when 48 percent of SMBs surveyed
said they trusted IP telephony security.

Conversely, other communications methods
scored much higher in terms of security
confidence levels. Eighty-two percent said
they trusted traditional telephone services; 
72 percent trust Ethernet data networks; and
60 percent trust wireless local area networks,
according to the CompTIA survey.

“People are much more sensitized to disruptions in voice communications
than they are with data communications,” says John Venator, president 
and CEO of CompTIA. “If the delivery of an email is delayed by 30 seconds,
neither the message sender nor the receiver is likely to notice. But a 
30-second gap in the middle of a phone call is another story entirely.

“Even a brief interruption in voice service can have disastrous
consequences for an organization, in lost business, downtime, customer
dissatisfaction, or negative publicity,” Venator adds. “That’s why it is incum-
bent on IP telephony vendors and solution providers to place security at the
forefront of their offerings, and not leave it as an afterthought.”  —L.K.

VoIP Security Still a Concern for SMBs
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“Nearly three quarters of the corporate
deployments we have audited have been

exploitable from the inside.”
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fraud,” says Kurt Sauer, Skype’s chief
security officer.

Beyond those provided by the VoIP
services providers directly, there are also
add-on encryption products on the mar-
ket. Many of these encryption engines
also come with the ability to authenticate
the caller and inspect the data stream dur-
ing transmission for outside tampering.

“Encryption gives confidentiality to
the calls and integrity validation so that
you know the voices you’re hearing on
the other end of the phone are from the
requested callers,” Mehta advises.

It is also a good idea to position net-
work servers behind a firewall. By their
very nature, firewalls look at IP
addresses, port numbers, and protocol
types to determine a data packet’s legit-
imacy and block traffic deemed inva-
sive, intrusive, or malicious from ever
getting into the servers. Acceptable traf-
fic is determined by a set of rules pro-
grammed into the firewall by network
administrators. When properly designed
and configured, no information will get
through without first passing through
the firewall.

Organizations that use VoIP today
should also try to limit the use of soft-
phones (a headset connected to a PC
through an audio port) wherever possi-
ble. Many government agencies have
rules against employees on a VoIP net-
work using softphones because they are
connected to a PC, which is subject to all
sorts of malware, and because PCs are
necessarily connected to the data net-
work, they conflict with the need to sep-
arate voice and data networks.

Constant Monitoring
Also highly recommended is for net-

work administrators to continually mon-
itor traffic over the VoIP network. This
means looking through traffic patterns
and checking for abnormal data flow in
terms of size, syntax, or content. Scruti-
nizing call logs can also bring to light
irregularities such as high volumes of
calls made at odd hours, calls to foreign
countries in which the firm has no deal-
ings, multiple failed log-in attempts
(which could indicate that someone is
trying to hack into the system), calls
being made from locations and devices
outside the network, and more. Adminis-

trators should prepare a list of permitted
call destinations to prevent unauthorized
calls or people using the network for
VoIP spam or vishing.

“In order to correctly monitor and
secure VoIP applications, customers need
to be able to unify their view of the net-
work, the applications on that network,
and the security products that defend
those applications,” says Tom Turner,
vice president of marketing for Q1 Labs,
a network security management com-
pany that launched the QRadar program
to monitor VoIP communications, ana-
lyze the ability of a VoIP network to
handle specific threats, and prepare daily,
weekly, or monthly reports on all activity
over a network.

Implementation of security measures
like these, though, do not come without a
cost. They are not only expensive, but
their use often results in a marked dete-
rioration of service quality and speed

because they create extra layers through
which the data streams must pass.

The National Institute of Standards
and Technology at the U.S. Department
of Commerce’s Technology Administra-
tion has concluded that “VoIP can be
done securely, but the path is not smooth.
It will likely be several years before stan-
dards issues are settled and VoIP systems
become mainstream. Until then, organi-
zations must proceed cautiously and not
assume that VoIP components are just
peripherals for the local network. Above
all, it is important to keep in mind the
unique requirements for VoIP, acquiring
the right hardware and software to meet
the challenges of VoIP security.”

“There are ways to make VoIP more
secure, but they are an inconvenience, so
a lot of organizations do not use them,”
Mehta concludes. “A lot more are pushing
towards security now, though, because of
the prevalence of VoIP attacks.” ý
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matures,” Mehta maintains. But for now,
the flaws require vendors to put out
patches to correct them, and therefore, 
it is important for network administra-
tors to check often for software updates
and patches.

“It is really the responsibility of the
security teams of the various organiza-

tions to keep updated with regard to cur-
rent trends in security and the newest
threats that affect their equipment. It
needs to be a continuous cycle where the
administrator checks vulnerabilities of
his products and implements the patches
released by the vendors of the products.
This needs to be done continuously,”
Gunasekera states.

If you are currently running a VoIP
network and have not implemented the
necessary security measures, it’s still not
too late. “If you already have VoIP in
place, most security technologies can be
dropped in without much effort,” Mehta
says, “but there are some advantages that
you may lose if you put up a network
before putting proper security in place.”

“I personally think that security
should be considered during the planning
stage of a VoIP installation—when it’s
still an idea in someone’s head,”
Gunasekera adds. “Yes, it is possible to
retrofit after an installation, but you’re
looking at costly changes in the way of
downtime, loss of productivity, and net-
work changes.”

While there is no red button that will
make all VoIP vulnerabilities go away
entirely, there is plenty that a company
can do to protect the integrity and secu-
rity of its VoIP network. “A few basic
things that I can recommend are to
ensure the voice network is adequately
segregated from the data network, ensure
that signaling traffic contains an integrity

checking mechanism, and encrypt the
actual voice data on the network,”
Gunasekera says.

Of those, one of the most important in
terms of data protection is the segrega-
tion of voice and data networks. “Segre-
gation is a good idea. If VoIP is not
separated from the rest of the data, some-

one can plug in a laptop and have access
to both phone and corporate data net-
works,” Mehta adds.

Running separate servers and subnets
for voice and data streams will keep traf-
fic on one hidden from those that access
the other, thereby minimizing the risk to
one if the other is compromised. It will
also speed up transmissions over both
networks since voice traffic does not
have to compete with data for limited
bandwidth and vice versa.

Experts also recommend routing inter-
nal VoIP transmissions through dedi-
cated, closed-loop local area networks
or virtual private networks rather than
across the Internet. Because they provide
limited access to only those persons and
devices that are authorized for the net-
work, they are a lot harder to access
from the outside. They are also faster and
more reliable than Internet connections
because data and voice streams do not
have as far to travel.

Another suggestion is to increase the
reliability of VoIP networks by creating
redundancies. That can mean multiple
Internet service providers or connection
means, multiple VoIP providers, multiple
VoIP gateways within a network, clus-
tered VoIP servers so that one takes over if
another goes down, and even redundant
links to call centers connected to a VoIP
network. Secondary electrical power
sources can also provide the energy needed
to run servers and hardware in the event

of a major power outage or electrical serv-
ice disruption.

Such activities are, of course, limited
by the capacity of the existing networks
in place. Experts also warn that running
separate networks, subnets, gateways,
and servers can be an expensive proposi-
tion and may require additional space
and IT to support them.

First Line of Defense
Whether sending transmissions over

closed networks or the Internet, encryp-
tion is the first and most important line
of defense. “With encryption, the actual
data is scrambled so that if anyone gets
into it, it comes back as gobbledy-gook,”
says Burns of ERF Wireless, which offers
a proprietary CryptoVue encryption sys-
tem with biometric controls developed
exclusively for customers who need high
levels of security in their voice and data
networks. Its primary customers are
banks and other financial institutions.

“The best ways to prevent casual wire-
tapping are to ensure that voice commu-
nications are encrypted so that even if
captured, they do not make sense when
played back,” Scanit’s Gunasekera asserts
as well.

The more layers of encryption, the
more secure the network, and it’s better
to have the transmission encrypted across
the entire pathway between the caller’s
phone and that of the person on the other
end of the line. That means at both ends
as well as all points in between.

Most VoIP service vendors provide
built-in encryption, along with the ability
to authenticate user information and
block those without proper credentials
from accessing the system. Skype, the
VoIP calling service owned by eBay, is
one service in particular that has been
singled out by independent auditors and
consultants for its high level of security.
The service provider not only encrypts
transmissions over its networks from
end to end at the session layer, but also
relies heavily on digital credential
authentication to ensure that access to
internal networks is limited only to valid
subscribers. Each person on the call must
verify his digital identity before a Skype
session can begin. Together, the encryp-
tion and authentication “really reduce
the opportunity for the high volume of
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While some have discounted its
estimates as overstating the

risk, NEC is warning businesses
that telephony spam levels could
soon soar, and has developed a
software add-on that it says will
stop up to 99 percent of spam
phone calls. 

Called VoIP Seal, the software
uses a variety of techniques to

detect spam calls. When the system detects an incoming call, it can create 
a “fake” ring tone to trigger machine-generated messages and block them
before the recipient’s phone ever rings. Once a VoIP spam call is logged, 
the system creates a blacklist of callers by caller ID or IP address and can
automatically block those calls altogether or route them to voicemail. 

The company tested the software add-on during simulated VoIP spam
attacks using botnets—a network of computers or servers that have been
compromised and programmed remotely to initiate spam calls or perform
other malevolent tasks. It has not given a timeline for when the product
would be commercially available, but was due to demonstrate it at several
upcoming conferences and trade shows.

Several other companies are also developing techniques for blocking VoIP
spam. Included among them are Checkpoint and Eyeball Networks.  —L.K.

NEC  Develops 
VoIP Spam Blocker
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“Primarily, the reason for [security shortfalls]
has been the fact that the system integrator 
or implementer had not paid much attention 

to the security of the entire setup.”
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